
 

 

 

 

 

 

 

 

 

 

 

   

      
        

       
          

      
   

Luxembourg risk preparedness plan for the 

electricity sector in accordance with article 10 of 
the Regulation (EU) 2019/941 of the European 

Parliament and of the Council of 5 June 2019 on 

risk-preparedness in the electricity sector and 

repealing Directive 2005/89/EC 

7 December 2022 



 

 

 

   
  

   
    

     
     

        
         

   

          

          
        

    

           

       

          
  

     

     
       

    

    

         
      

   

   

    

    

   

      

        

        

    
    
    
         

   
    

 

IntroducƟon

Table of Contents 

IntroducƟon 3 

Competent authority 3 

The regional context 3 

1 Electricity crisis scenarios 4 

NaƟonal crisis scenarios 5 

1.1.1 Scenario ID 1. CyberaƩack on business-criƟcal ICT 
infrastructure of enƟƟes which are physically connected to the 
power grid 6 

1.1.2 Scenario ID 3. Physical aƩack against criƟcal assets 7 

1.1.3 Scenario ID 17. Loss of ICT tools or telecommunicaƟon 
infrastructure required for electric power system operaƟon in 
or near real-Ɵme 7 

1.1.4 Scenario ID 24. Large impact industrial or nuclear accident 8 

1.1.5 Scenario ID 27. Solar Storm 8 

1.1.6 Scenario ID 16. MulƟple failures caused by extreme weather 
situaƟon 9 

Regional crisis scenarios 9 

2 Roles and responsibiliƟes 11 

The government and public authoriƟes 12 

System operators 14 

Final customers 14 

3 Procedures and measures in the electricity crisis 15 

NaƟonal procedures and measures 16 

3.1.1 Overview 16 

3.1.2 PrevenƟon 17 

3.1.3 Early Warning 20 

3.1.4 Electricity Crisis 24 

3.1.5 CommunicaƟon 32 

Regional and bilateral cooperaƟon 34 

3.2.1 Overview of regional and bilateral cooperaƟon 34 

3.2.2 Mechanisms for regional and bilateral cooperaƟon 34 

4 Crisis coordinator 39 

5 Stakeholder consultaƟons 40 

6 Emergency tests 41 

A. Risk preparedness in the Pentalateral Energy Forum 
(Version 25/11/2022) 44 

B. Reference documents 62 

2 



 

 

 

  
                 
             

              
               

              
             

                
           

             
                 

             
              

            
        

  
              

             
           

   
             

          
            

                
               

                 
               

              
             

          
             

            
          

                 
               

               
                

             
              

                                                           

                     
     

                

IntroducƟon 

Introduction 

The electricity sector is in a process of change due to the increasing shares of renewable energies 
and decentralised market players. Meanwhile, power grids in Europe are closely meshed and 
markets are coupled with one another, which enables significant efficiency gains but also creates 
dependencies, last but not least for the risk of electricity supply crises. Against this background, 
the prevenƟon and management of possible crisis scenarios requires efforts on the naƟonal as 
well as on the regional level. Consequently, RegulaƟon (EU) 2019/941 of the European 
Parliament and of the Council of 5 June 2019 on risk-preparedness in the electricity sector and 
repealing DirecƟve 2005/89/EC1 (hereaŌer ‘the RegulaƟon’) lays down rules for cooperaƟon 
between Member States with a view to prevenƟng, preparing for, and managing electricity 
crises in a spirit of solidarity and transparency and in full regard for the requirements of a 
compeƟƟve internal market for electricity. The RegulaƟon requires EU member states to adopt 
and publish their risk preparedness plans aŌer a consultaƟon process on naƟonal, regional and 
European level. The present document is Luxembourg’s risk preparedness plan in accordance 
with arƟcle 10, paragraph 8 of the RegulaƟon. 

Competent authority 

According to the naƟonal law on the organisaƟon of the electricity market, the competent 
authority responsible for the implementaƟon of the RegulaƟon and the preparaƟon of the 
present plan is the Minister for Energy of the Luxembourg government.2 

The regional context 
The Pentalateral Energy Forum (Penta) is the framework for regional cooperaƟon in Central 
Western Europe, consisƟng of Austria, Belgium, France, Germany, Luxembourg, The 
Netherlands, and Switzerland. The forum aims to work towards improved electricity market 
integraƟon and security of supply. Jointly, Penta countries cover more than a third of the EU 
populaƟon and more than 40% of EU electricity generaƟon. The iniƟaƟve aims to allow energy 
policy to evolve from a purely naƟonal focus to a regional approach. It allows for poliƟcal backing 
to a process of regional integraƟon towards a European energy market. To this end, the 
Ministers for Energy of the Pentalateral countries regularly meet in order to discuss energy 
policy maƩers and give guidance on this regional cooperaƟon. The work programme is 
implemented by the transmission system operators (TSOs), ministries, regulatory authoriƟes, 
the European Commission and the market players who regularly meet in different support 
groups. This collaboraƟon is formalized trough the Memorandum of Understanding of the 
Pentalateral Energy Forum, signed on 26 June 2007 in Luxembourg. 

Security of supply in the electricity sector has always been one of the most important pillars of 
collaboraƟon within the Pentalateral Energy Forum. To this end, at the beginning of 2020, the 
Forum received a mandate to work on a well-coordinated regional framework in light of the 
RegulaƟon (EU) 2019/941 of the European Parliament and of the Council of 5 June 2019 on risk-
preparedness in the electricity sector (Risk Preparedness RegulaƟon), while at the same Ɵme 
building further on its Memorandum of Understanding (MoU) of 26 June 2017 on emergency 

1 Here and in the following, reference documents appear in bold italic for beƩer traceability. An overview of all reference documents 
is provided in Annex C. 

2 Loi modifiée du 1er août 2007 relaƟve à l’organisaƟon du marché de l’électricité, arƟcle 9bis. 
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Electricity crisis scenarios 

planning and crisis management for the power sector. Penta therefore established a network of 
risk preparedness experts with representaƟves from ministries, regulatory authoriƟes and TSOs 
from all Penta countries within the framework of Support Group II, mainly focusing on security 
of supply. Competent AuthoriƟes and their representaƟves, as depicted in the table below, 
acƟvely contributed to the work. 

The first two steps that were taken to work on this well-coordinated regional framework was 
the draŌing of a common chapter that was added to the draŌ Risk Preparedness Plans and that 
was presented to the Electricity CoordinaƟon Group. This was followed by the signing of a new 
MoU of the Pentalateral Energy Forum on Risk Preparedness in the Electricity Sector on 1 
December 2021 in Brussels by the Ministers represenƟng the countries in the Pentalateral 
Energy Forum. Both documents aim to provide an answer to the requirements as regards 
regional and bilateral measures pursuant to arƟcle 12 and 15 of the Risk Preparedness 
RegulaƟon. Furthermore, the MoU provides a basis for the work that will be done in the 
following years on risk preparedness in the Penta Region. 

Country Competent authority Contact details 

Belgium Minister of Energy 
hƩps://www.belgium.be/en 
Email: be-riskpreparedness@economie.fgov.be 

Germany 
Federal Ministry for Economic 
Affairs and Energy 

hƩps://www.bmwi.de/NavigaƟon 
/EN/Home/home.html 
Email: buero-iiic4@bmwi.bund.de 

France 
Directorate General for Energy and 
Climate 

hƩps://www.ecologie.gouv.fr/ 
Email: hƩps://contact.ecologique-solidaire.gouv.fr 

Luxembourg Minister for Energy 
hƩps://mea.gouvernement.lu/fr.html/ 
E-Mail: secretariat@energie.etat.lu 

Netherlands 
Ministry of Economic Affairs and 
Climate Policy 

hƩps://www.rijksoverheid.nl/ 
ministeries/ministerie-van-economische-zaken-en-
klimaat 
Email: secretariaatelektriciteit@minezk.nl 

Austria 
Federal Ministry for Climate AcƟon, 
Environment, Energy, Mobility, 
InnovaƟon and Technology 

hƩps://www.bmk.gv.at/en.html 
Email: stabst-krima-el@bmk.gv.at 

Switzerland 
Provisionally 
Swiss Federal Office of Energy 

hƩps://www.bfe.admin.ch/ 
Email: contact@bfe.admin.ch 

Table 1: Competent authoriƟes in the Penta region 

1 Electricity crisis scenarios 

In Luxembourg’s law creaƟng a High Commission for NaƟonal ProtecƟon (hereaŌer ‘HCPN’), a 
crisis is defined as follows3: 

Any event, which, by its nature or effects, is detrimental to the vital interests or 
essenƟal needs of all or part of the country or the populaƟon, which requires 
urgent decisions and coordinaƟon at the naƟonal level of the acƟons of the 
Government, the administraƟons, the services and bodies under the authority of 
the public authoriƟes, and, if necessary, also at the internaƟonal level. 

3 Loi du 23 juillet 2016 portant créaƟon d'un Haut-Commissariat à la ProtecƟon naƟonale, arƟcle 2 (2) 
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Electricity crisis scenarios 

Against the background of this definiƟon, and according to arƟcles 6 and 7 of the RegulaƟon, 
relevant regional and naƟonal electricity crisis scenarios shall be idenƟfied as a basis for 
establishing the risk preparedness plan. 

The idenƟficaƟon of the relevant electricity crisis scenarios followed the ENTSO-E methodology 
developed in accordance with arƟcle 5 of the RegulaƟon. The methodology considers different 
classes of hazards being the iniƟaƟng event for a crisis scenario: 

 Natural hazards 

 Accidental hazards beyond the (n-1)-security criterion and excepƟonal conƟngencies 

 ConsequenƟal hazards, especially consequences of malicious aƩacks or fuel shortages 

The crisis scenarios derived from these iniƟaƟng events are ranked according to assessments of 
the likelihood (based on the expected frequency of occurrence of an iniƟaƟng event, or a 
combinaƟon of mulƟple iniƟaƟng events) and impact considering the indicators expected 
energy not served (EENS) and loss of load expectaƟon (LOLE). For both indicators, a classificaƟon 
with a five-step scale is used. The combinaƟon of the raƟng with respect to both parameters 
results in an overall raƟng of each scenario in a bandwidth between “insignificant” and 
“disastrous”. 

Details of the methodology can be found in the ENTSO-E document Methodology to IdenƟfy 
Regional Electricity Crisis Scenarios in accordance with arƟcle 5 of the RegulaƟon of the 
European Parliament and of the Council on risk-preparedness in the electricity sector and 
repealing DirecƟve 2005/89/EC.¨ 

1.1 National crisis scenarios 

Based on an iniƟal proposal of possible electricity crisis scenarios by ENTSO-E, a detailed analysis 
idenƟfied six naƟonal crisis scenarios as parƟcularly relevant with respect to impact and 
likelihood from a Luxembourgish perspecƟve. As depicted in the following Figure 1, four 
scenarios have a “Major” raƟng while two scenarios have a “Minor” raƟng but are nevertheless 
included because of their potenƟally disastrous impact. 

It should be noted that the idenƟficaƟon of six parƟcularly relevant scenarios does not imply 
that all other scenarios are irrelevant or even impossible to occur. Indeed, as will be depicted 
from 2 onwards, most parts of the present risk preparedness plan apply to any electricity crisis, 
independent of the specific scenario. 
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Electricity crisis scenarios 

Figure 1: Luxembourg assessment of naƟonal crisis scenarios 

The idenƟfied naƟonal crisis scenarios cover the different classes of hazards that may iniƟate a 
crisis, i.e. natural, accidental and consequenƟal hazards. The impacts were studied in 
combinaƟon with a detailed conƟngency analysis to idenƟfy the most criƟcal infrastructures and 
to determine the foreseeable acƟons to be taken. The scenarios most relevant to Luxembourg’s 
electricity supply security are described in further detail in the following subsecƟons. Detailed 
descripƟons of the acƟons to be taken for each crisis scenario were intenƟonally omiƩed from 
the public version of the present plan. In contrast, detailed scenario sheets have been created 
to address every crisis scenario and to establish a detailed guide on the crisis management. In a 
spirit of naƟonal security, these crisis scenario sheets are treated as confidenƟal and are not 
included in the public version of this plan. 

1.1.1 Scenario ID 1. Cyberattack on business-critical ICT infrastructure of 
entities which are physically connected to the power grid 

IniƟaƟng event(s): In this scenario, an intruder would enter one or more criƟcal ICT systems of 
a TSO, DSO, Luxmetering or of a power plant or major load asset which are physically connected 
to the power grid. The affected systems would for instance be central SCADA systems, 
substaƟon SCADA systems, EMS, data storage, or scheduling systems. 

OperaƟonal impacts: In this scenario, the aƩacker could for example switch lines or 
transformers, or manipulate schedules from TSOs towards market partners or other TSOs. 

Such an aƩack may cause unintended outages of lines, transformers, smart meters, power 
plants etc. with possible overloading on remaining lines and transformers. Switching of lines 
close to a border or cross-border lines might cause problems in other grids, even though the 
impact would probably be limited because of the size of Luxembourg. 

Security of supply impacts: The possible unintended outages of individual assets and 
overloading on unaffected lines and transformers may lead to a direct loss of supply. Due to 
Luxembourg’s import dependency, interconnectors are parƟcularly important and switching all 
these lines off would result in a blackout. The aƩack could also cause unintended outages of 
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Electricity crisis scenarios 

DSO lines and transformers, or, if targeted at the transformers feeding a parƟcular DSO’s area, 
could switch off an enƟre DSO area. The impacts of such an aƩack may cause loss of supply in 
certain areas, with an effect in the frequency and load flows in the TSO grid. 

However, as long as only Luxembourg is affected, loss of supply will be restrained within limits 
that do not cause major effects on frequency or load flows in conƟnental Europe. 

Energy market impacts: Market partners might not be able to follow schedules or to idenƟfy 
manipulated schedules. The aƩack might send wrong schedules towards market partners or 
power plants. The aƩacker may also be able to deny market access of users. 

1.1.2 Scenario ID 3. Physical attack against critical assets 

IniƟaƟng event(s): Physical aƩack on criƟcal assets of the electricity supply system, such as 
power lines, transformers, substaƟons, power plants, or data centres. 

OperaƟonal impacts: In this scenario, an aƩacker would destroy technical equipment in the TSO 
or DSO system. N-1 security could be in danger or no longer fulfilled. Recovery of N-1 security 
may not be possible in the short term. Grid operators would have to react with congesƟon 
management measures, e.g. by switching the remaining elements in order to restore N-1 
security (if possible), and/or by acƟvaƟng redispatch and reserves. Loss of grid elements may 
cause cascading overloads on other elements, possibly also in neighbouring countries. The 
required maintenance and repair works may imply situaƟons with reduced reliability margins 
and/or addiƟonal planned outages. 

Security of supply impacts: The aƩack may endanger security of supply due to violaƟons of (n-
1) security, or even lead to immediate load disconnecƟons. This risk is parƟcularly relevant to 
Luxembourg at a naƟonal level due to its strong import dependency. PotenƟally destroyed 
power plants would no longer be able to fulfil their generaƟon schedules and would be missing 
from the TSOs resource pool to balance the grid. Depending on the Ɵme needed to repair assets, 
loss of supply and emergency measures could remain even for a longer period. 

Energy market impact: Market partners are possibly not able to follow schedules or have to 
reschedule energy trades due to missing connecƟons to other countries or regions. Normal 
market acƟviƟes might need to be stopped due to missing grid elements. 

1.1.3 Scenario ID 17. Loss of ICT tools or telecommunication infrastructure 
required for electric power system operation in or near real-time 

IniƟaƟng event(s): One or more technical failures causing either the loss/unavailability of a 
substanƟal part of the telecommunicaƟon infrastructure used for the operaƟon of the power 
system or electricity market, or the loss/unavailability of one or more ICT systems used for the 
real-Ɵme planning and operaƟon of the power system (e.g. grid security calculaƟon, RES 
generaƟon forecast, measurement system). This could include tools and systems used for 
energy market operaƟon due to technical failures. 

OperaƟonal impacts: IniƟally, the power systems would driŌ within secure limits of reserves, 
inerƟa, voltage stability etc. Remedial measures may need to be invoked at local level, if 
available, and at regional level if there are insufficient resources locally. As a last resort, these 
measures can include disconnecƟon of supply or demand assets. If a prolonged incident leads 
to a sustained deviaƟon from secure operaƟon condiƟons, this could cause emergency 
disconnecƟon of generaƟon and demand assets. 
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Electricity crisis scenarios 

Security of supply impacts: Loss of load may be caused through remedial measures implying 
load or generaƟon assets to be disconnected in a controlled way. If the system runs out of secure 
operaƟon boundaries due to a loss of control, emergency disconnecƟon may lead to addiƟonal 
loss of load. In a worst-case event, such disconnecƟons can cascade to a blackout situaƟon. 

Energy market impacts: Market parƟcipants may iniƟally suffer financial losses due to incorrect 
informaƟon or lack of access to some market data. This situaƟon may be aggravated because of 
incorrect decisions of the market parƟcipants resulƟng from access to incorrect data. In a worst-
case scenario, market suspension could be a last resort measure. 

1.1.4 Scenario ID 24. Large impact industrial or nuclear accident 

IniƟaƟng event(s): A serious industrial accident occurs (e.g. radiaƟon spread from a nuclear 
power plant, explosion, toxic substance emission from a chemical plant, etc.) due to any reason 
such as a technical failure, earthquake, sabotage/terrorist aƩack or human error. 

OperaƟonal Impacts: Because of unpredictable and unusual electricity producƟon and 
consumpƟon paƩerns, it may be hard to balance the power system in such a scenario. Shortages 
in staff as well as the difficulty of access to control rooms may render the reliable management 
of the system difficult, and an increased risk of human errors may lead to technical failures and 
blackouts. In the field, both planned and emergency repairs may be delayed or impossible. 

Security of supply impacts: If power plants or control rooms need to be shut down because of 
the accident, electricity supply may be reduced for a prolonged Ɵme. Furthermore, failures 
resulƟng from the operaƟonal impacts may lead to risks of unsupplied electricity. As a worst-
case impact, a parƟal or total blackout is possible, and may be difficult to recover from, as parts 
of control area are inaccessible. 

Energy market impacts: Energy market operaƟon may be disrupted due to inaccessibility of 
faciliƟes. Even if possible, market operaƟon will be under highly unusual condiƟons, with highly 
unpredictable behaviour, and potenƟally aggravaƟng the crisis. 

1.1.5 Scenario ID 27. Solar Storm 

IniƟaƟng event(s): The sun sends out a strong Coronal Mass EjecƟon, e.g. a Carrington-like 
event. The effects are strongest in the most northern countries of Europe but are also significant 
in Central Europe. 

OperaƟonal impacts: Solar storms would lead to an overloading of power system and 
telecommunicaƟon assets and equipment, especially transformers, and thus to a massive 
blackout at European scale. If not properly secured in advance, primary equipment would suffer 
long-term damage. 

Security of supply impacts: As system operaƟon cannot be conƟnued during a solar storm, 
supply of electricity would be disrupted at least for the Ɵme of the iniƟaƟng event to pass. 
Security of supply would be compromised even longer in case equipment suffers long-term 
damage. 

Energy market impacts: There would be the necessity to suspend markets for the duraƟon of 
the solar storm, as the system would be in blackout state. 

8 



   

 

 

           

               
              

          
     

               
               

                
            

      

     

             
            

              
             

             
              

                
            

             
            

              
              
              

           
              

                
               

       

                                                           

           

                     
                  

Electricity crisis scenarios 

1.1.6 Scenario ID 16. Multiple failures caused by extreme weather situation 

IniƟaƟng event(s): In this scenario, the iniƟaƟng event would be mulƟple failures caused by an 
extreme weather situaƟon – especially extremely high or extremely low temperatures – or an 
unexpected and (relaƟvely) synchronous failure of mulƟple grid or telecommunicaƟon 
components of the same type. 

OperaƟonal, security of supply and energy market impacts: If key elements of the grid were 
affected, there would be a high risk of cascading failures and unstable system condiƟons, similar 
to those described for Scenario ID 3. In case of ITC infrastructure failures (such as wrong 
measurements, failing control transmissions, IT equipment failure), impacts would be similar to 
those described for Scenario ID 17. 

1.2 Regional crisis scenarios 

As highlighted in the Risk Preparedness RegulaƟon, regional crisis scenarios are an important 
element to idenƟfy and elaborate the precise scope for cross-border cooperaƟon and 
assistance. ArƟcle 6 of the Risk Preparedness RegulaƟon assigned the task of idenƟfying regional 
scenarios to ENTSO-E. However, the report presented by ENTSO-E did not provide sufficient 
detail on certain scenarios and their parƟcular relevance for specific regions. Therefore, the 
Pentalateral Energy Forum saw the need to idenƟfy regional crisis scenarios pursuant to ArƟcle 
5 and 6 of the Risk Preparedness RegulaƟon, complementary to the work of ENTSO-E that had 
a Pan-European perspecƟve4. Penta voluntarily performed a much more detailed analysis along 
the same principles and applying the same ENTSO-E methodology for the Penta perimeter, 
through extensive exchanges among naƟonal experts, ENTSO-E and the European Commission. 

Early on in the process, naƟonal viewpoints among Penta countries were assessed in detail 
based on the naƟonal contribuƟons to the ENTSO-E process. Despite a certain heterogeneity in 
levels of severity and ranking of scenarios, the assessment showed good correspondence and a 
significant cross-border dependency and/or interdependency among Member States for a large 
majority of scenarios. Based on ENTSO-E’s methodology for deriving a regional raƟng of crisis 
scenarios5, a Penta-raƟng of all crisis scenarios was established, as shown in the table below, in 
which the order is dependent on which scenarios has been rated most oŌen as relevant 
scenarios in the naƟonal and cross-border context. 

4ENTSO-E report Risk-Preparedness RegulaƟon – IdenƟficaƟon of Regional Electricity Crisis Scenarios 

5 See Appendix I of the Methodology to IdenƟfy Regional Electricity Crisis Scenarios in accordance with arƟcle 5 of the RegulaƟon 
of the European Parliament and of the Council on risk-preparedness in the electricity sector and repealing DirecƟve 2005/89/EC. 
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Electricity crisis scenarios 

ID Electricity crisis scenario Penta-RaƟng 
1 
28 
12 
3 
17 
10 
29 
9 
4 
16 
6 
18 
24 
5 
11 
27 
19 
20 
13 
25 
15 
7 
2 
26 
22 
31 
21 
30 
14 
23 
8 

CyberaƩack - enƟƟes connected to electrical grid 
Heatwave 
Winter Incident 
Physical aƩack - criƟcal assets 
Loss of ICT tools for real-Ɵme operaƟon 
Cold Spell 
Dry period 
Storm 
Physical aƩack - control centres 
MulƟple failures caused by extreme weather 
Insider aƩack 
Simultaneous mulƟple failures 
Industrial / nuclear accident 
Threat to key employees 
PrecipitaƟon and flooding 
Pandemic 
Power system control mechanism complexity 
Human error 
Fossil fuel shortage 
Unforeseen interacƟon of energy market rules 
Local technical failure 
Solar Storm 
CyberaƩack - enƟƟes not connected to electrical grid 
Unusually big RES forecast errors 
Serial equipment failure 
Forest fire 
Unwanted power flows 
Earthquake 
Nuclear fuel shortage 
Strike, riots, industrial acƟon 
Volcanic erupƟon 

44.0 
31.2 
28.6 
27.2 
25.2 
22.8 
22.4 
21.6 
21.0 
20.8 
20.2 
19.4 
19.4 
19.0 
18.4 
18.0 
17.2 
16.6 
16.0 
14.4 
12.6 
12.2 
11.2 
9.6 
9.0 
8.6 
8.4 
6.8 
6.8 
5.4 
3.2 

Table 2: Penta-raƟng of ENTSO-E’s 31 crisis scenarios 

Based on the table above that summarizes the severity and cross-border dependencies of crisis 
scenarios within the Penta region, it was agreed that the top five scenarios should receive 
parƟcular aƩenƟon for the elaboraƟon of common measures. CyberaƩacks on enƟƟes physically 
connected to the electrical grid (i.e. grid operators, power plants or major (industrial) loads)) are 
consistently rated as the most relevant regional crisis scenario. A heatwave, a winter incident, a 
physical aƩack on criƟcal assets and the loss of ICT tools for real-Ɵme operaƟon complete the 
top five. 

Notably, significant cross-border dependencies arise from the fact that Penta is characterized 
by high levels of integraƟon and interconnecƟvity6, as well as coordinaƟon and cooperaƟon 
among Ministries, TSOs, regulators and market parƟes (in Penta and beyond), which leads to 
significant benefits, but also interdependencies when it comes to electricity crises. At the same 

6 As for market integraƟon, note that Penta has been at the forefront of running a Flow-Based-Market Coupling regime. High levels 
of interconnecƟvity are demonstrated in the report of the Commission Expert Group on electricity interconnecƟon targets Towards 
a sustainable and integrated Europe, for instance. 

10 



   

 

 

           
  

             
             

              
                  

               
              
          

               
              

 

       
    

     
     

     
    

     
     

    
     

           

              
           

                 
            

             
                

              
            
               

            
               

                
  

    
             

    

             
              

           

Roles and responsibiliƟes 

Ɵme, integraƟon and interconnecƟvity also allow to manage risks through appropriate 
measures. 

During the assessment, experts also considered a more generic descripƟon of crisis scenarios, 
by using topical groupings, as a meaningful approach for risk preparedness. The specific 
scenarios may be less important for defining measures and arrangements than a more general 
type of scenario. For instance, whether an important line breaks down due to a storm or a heavy 
winter incident – both falling into the category of extreme weather condiƟons – is hardly 
decisive in idenƟfying the most suitable prevenƟon and miƟgaƟon measures to ensure a safe 
balance between supply and demand at all Ɵmes and locaƟons. 

For that reason, a Penta-raƟng of nine topical groupings was created by averaging the naƟonal 
raƟngs of all scenarios within a topical grouping, as shown in the table below. 

Electricity crisis scenario – Topical grouping 

Cyber-aƩack (ID 1,2) 
Extreme weather (ID 7,9,10,11,12,16,28,29) 
Physical aƩack (ID 3,4,5,6) 
Technical failure (ID 15,17,18,22) 
Other (ID 19,24,26) 
Fuel shortage (ID 13,14) 
Market rules (ID 21,25) 
Human-related (ID 20,23) 
Natural disaster (ID 8,27,30,31) 

Penta-RaƟng 

27.6 
22.2 
21.9 
16.6 
15.4 
11.4 
11.4 
11.0 

9.2 

Table 3: Penta-raƟng of crisis scenarios according to their topical grouping 

Penta members agreed to consider the top three topical groupings as parƟcularly relevant for 
its geographical perimeter in terms of impact, likelihood and cross-border dependency. 
Meanwhile, it was also agreed upon to not completely discard the rest of the list, as different 
measures of assistance may be applicable to a broader set of scenarios. 

While discussing these three scenario groupings, Penta paid parƟcular aƩenƟon to the triggers, 
the possible chain of events, and the impact those three scenario groupings would have on the 
electricity supply situaƟon. While cyberaƩacks could lead to corrupƟon of control of the system 
(including the market), extreme weather condiƟons and physical aƩacks could result in 
immediate physical damage to infrastructure. At the same Ɵme, all of these scenarios can lead 
to operaƟonal impacts, structural or systemic degradaƟon, and/or endanger security of supply 
through an uncontrolled mismatch of supply and demand. This can result in an electricity crisis 
with load shedding and blackout states, and has to be considered during the elaboraƟon of the 
regional measures. 

2 Roles and responsibilities 

In Luxembourg, the most important bodies involved in electricity crisis management can be 
depicted in three groups: 

a. Members of the Luxembourgish government, especially the Prime Minister and the Minister 
for Energy, as well as public authoriƟes, in parƟcular the High Commission for NaƟonal 
ProtecƟon (HCPN) lead by the High Commissioner, the Government Commissioner for 
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Roles and responsibiliƟes 

Energy, the corps grand-ducal d’incendie et de secours (CGDIS), the police grand-ducale, and 
the government's informaƟon and press service (SIP). 

b. System operators, in parƟcular Creos Luxembourg S.A. (hereaŌer ‘Creos’) who is the 
transmission system operator (TSO) and the largest distribuƟon system operator (DSO) in 
Luxembourg. Besides Creos, there are four other electricity DSOs7 and one industrial system 
operator8. 

c. Final customers, which essenƟally determine the balance of supply and demand in the 
electricity system and may thus play an important role in managing electricity crises through 
their parƟcular acƟvity. 

The above bodies are all involved in all phases of crisis management with disƟnguished roles 
and responsibiliƟes. An overview is provided hereaŌer while the detailed procedures and 
measures are described in secƟon 3. 

2.1 The government and public authorities 

The government is the decision-making enƟty in case of an electricity crisis. Several government 
members are involved explicitly in crisis management. 

In its role as the competent authority in the sense of the RegulaƟon, the Minister for Energy is 
responsible for the idenƟficaƟon of relevant naƟonal electricity crisis scenarios (arƟcle 6), the 
establishment of the risk preparedness plan as well as its consultaƟon and publicaƟon (arƟcle 
10-12), the issuing of early warnings and declaraƟons of an electricity crisis to the European 
Commission and the Member States in the region (arƟcle 14), and the ex-post evaluaƟon of an 
electricity crisis (arƟcle 17). 

In terms of operaƟonal crisis management, the highest decision-making power lies with the 
Prime Minister as depicted in the Government’s crisis emergency response plans (see secƟon 3 
below). 

The most important public authoriƟes having disƟnguished roles and responsibiliƟes in 
electricity crisis management are the following: 

High Commission for National Protection (HCPN) 

At the naƟonal level, the missions of the HCPN can be divided into four groups: 

 coordinaƟng counter-terrorism measures, 

 prevenƟng and managing crises of any kind affecƟng the vital interests or essenƟal needs of 
all or part of the country or populaƟon, 

 protecƟng criƟcal naƟonal and European infrastructures, 

 contribuƟng to the definiƟon and implementaƟon of the naƟonal cyber-security strategy. 

At internaƟonal level, the HCPN represents the country at European Union fora, NATO, Benelux, 
and any other internaƟonal organisaƟon dealing with the management of crises and civilian 
emergency response plans. With Luxembourg’s neighbours, it is responsible for establishing and 

7 Ville de Diekirch, Hoffmann Frères Energie et Bois s.à.r.l., Ville d’EƩelbruck, Sudstroum S.à.r.l. & Co s.e.c.s. 

8 Sotel Réseau et Cie S.e.c.s. 
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Roles and responsibiliƟes 

maintaining contact with the organisaƟons in neighbouring countries that have similar or 
idenƟcal responsibiliƟes to those of the HCPN. 

The head of the HCPN, the High Commissioner, acts as a link between government, private 
organisaƟons and the public in any kind of crisis. 

Government commissioner for energy 

According to the law on the organisaƟon of the electricity market, the Government 
Commissioner for Energy is responsible, amongst other tasks, for the monitoring of the naƟonal 
energy supply situaƟon. 

Institut Luxembourgeois de Régulation (ILR) 

By law, the ILR's objecƟves in relaƟon to electricity include 

 to promote a compeƟƟve internal market in electricity and natural gas that is secure and 
environmentally sustainable and effecƟve market opening for all customers and suppliers 
in the Community, and to ensure appropriate condiƟons for the effecƟve and reliable 
operaƟon of the electricity and natural gas systems, taking into account long-term 
objecƟves; 

 ensuring that customers benefit from the efficient funcƟoning of the market, promoƟng 
effecƟve compeƟƟon and helping to ensure consumer protecƟon; 

 to help ensure the most cost-effecƟve, non-discriminatory, secure, reliable, efficient and 
consumer-oriented systems; 

 help ensure high quality public service, contribute to the protecƟon of vulnerable 
customers and the compaƟbility of the necessary data exchange mechanisms to allow 
customers to switch suppliers; 

 facilitate access to the network. 

These objecƟves are complemented by general policy objecƟves, both European and naƟonal, 
such as maintaining or even increasing compeƟƟveness, respect for the environment, consumer 
protecƟon, security and quality of supply. 

Corps grand-ducal d’incendie et de secours (CGDIS) 

The CGDIS is responsible for civil protecƟon with the following main missions: 

 assistance for people who are in need due to accidents, disasters, fire or other damaging 
events, 

 fire prevenƟon and protecƟon, 

 combaƟng polluƟon from radioacƟve, nuclear, biological or chemical substances, 

 protecƟng property in the event of fire, disaster or other damaging events, 

 internaƟonal assistance in the event of disasters outside the Grand Duchy, and 

 ensuring medical emergency services. 

Depending on the type and scale of the crisis, CGDIS may be supported by other naƟonal services 
such as the naƟonal armed forces, naƟonal road administraƟon, etc. 

13 



   

 

 

  

               
              

     

          

    

             

      

      

                
                

               
 

     

            
                  

          

              
     

            
    

                

          

               

         

   

               
              

            
            

              
               

     

   

              
              

             

Roles and responsibiliƟes 

Police grand-ducale 

The police are a naƟonal service responsible for ensuring internal security. It ensures respect for 
and contributes to the protecƟon of individual rights and freedoms and acts through prevenƟve, 
proacƟve, dissuasive, and repressive acƟons. 

In carrying out their administraƟve police duƟes, the Police ensure 

 maintaining public order, 

 the execuƟon and respect of general and municipal police laws and regulaƟons, 

 the prevenƟon of offenses, and 

 protecƟon of people and property. 

Further tasks result from their judicial police duƟes. In addiƟon, and pursuant to arƟcle 42 of 
the law on the police grand-ducal, the naƟonal armed forces intervene to assist the Police in 
their missions upon requisiƟon by the competent authoriƟes in the cases provided for by the 
law. 

Information and press service (SIP) 

The SIP is the body responsible for circulaƟng communicaƟons from the Luxembourg 
Government. It is aƩached to the Ministry of State and is under the direct authority of the Prime 
Minister. The main missions of the SIP are as follows: 

 ensuring the communicaƟon of informaƟon about State acƟviƟes to the press, the media, 
the public and interested parƟes, 

 defining and implemenƟng the Government's communicaƟon policy with regard to Internet 
and the social media, 

 keeping the Government informed of current affairs dealt with in the press and the media, 

 publishing and circulaƟng documents and informaƟon of all kinds, 

 defining and implemenƟng a policy of promoƟng open data and access to informaƟon, and 

 facilitaƟng the work of journalists and media representaƟves. 

2.2 System operators 

Based on the European and naƟonal legal framework, and specifically pursuant to arƟcle 9 of 
the naƟonal law on the organisaƟon of the electricity market, the transmission, distribuƟon and 
industrial system operators have far-reaching responsibiliƟes for security of supply and the 
reliability of the electricity system. They are responsible for the planning, execuƟon, 
maintenance and operaƟon of high, medium and low voltage power grids, and obliged, jointly 
with producers and suppliers, to guarantee the security of supply of electricity to end customers 
within the economically jusƟfiable limits. 

2.3 Final customers 

While final customers are rather “passive” in terms of crisis management, they may nevertheless 
have an important role through their acƟvity in terms of instantaneous electricity demand and 
producƟon that impacts the balance and thus stability of the electricity system. Specifically, 
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Procedures and measures in the electricity crisis 

guidelines or legally binding instrucƟons may be given by public authoriƟes and followed by final 
customers, such as voluntary or mandatory demand reducƟons during a specific period in Ɵme. 

Furthermore, final customers bear responsibility for their own preparaƟon for a possible 
interrupƟon of supply by means of business conƟnuity plans. This is parƟcularly relevant for 
criƟcal infrastructures which have an obligaƟon to establish such plans according to naƟonal 
legislaƟon. 

3 Procedures and measures in the electricity crisis 

To illustrate the general logic of the development of a crisis, Figure 2 shows the different crisis 
levels as defined in the RegulaƟon as well as the corresponding Ɵmeline. 

Figure 2: Timeline of a crisis scenario 

Normal system operaƟon is defined as a Ɵme during which the system is operaƟng within a 
range of normal condiƟons, without extraordinary measures taken by neither the system 
operators nor the authoriƟes. System operators, authoriƟes and other enƟƟes acƟve in the 
electricity market deploy and further develop prevenƟve measures to ensure the system 
remains in normal condiƟons. 

In accordance with ArƟcle 2, paragraph 18, of the RegulaƟon an early warning means a provision 
of concrete, serious, reliable informaƟon indicaƟng that an event may occur which is likely to 
result in a significant deterioraƟon of the electricity supply situaƟon and is likely to lead to 
electricity crisis. Once such a potenƟal yet concrete risk of deterioraƟon is detected, the enƟƟes 
having a role and responsibility assess the situaƟon and take acƟon to address and miƟgate the 
specific risk. Such situaƟons may allow anƟcipaƟng a risk a few hours, days, or even weeks ahead 
and to take corresponding acƟon, as described in detail in SecƟon 3.1.3. Being in a stage of early 
warning implies measures to be taken that go beyond normal system condiƟons, however, with 
the system sƟll being able to be run without last resort measures such as load shedding or even 
uncontrolled interrupƟon of services (such as a blackout). Nevertheless, the general crisis 
management may sƟll be acƟvated already at the early warning stage, especially if the 
materialisaƟon of the specific risk at hand would likely cause negaƟve effects that are broader 
than just within the electricity sector. 

In contrast, and according to ArƟcle 2, paragraph 9, of the RegulaƟon, an electricity crisis means 
a present or imminent situaƟon in which there is a significant electricity shortage […], or in which 
it is impossible to supply electricity to customers. For instance, a persistent naƟonal blackout 
would clearly meet this criterion. This situaƟon would trigger the actual crisis management and 
thus the escalaƟon of the appropriate emergency plans to miƟgate the impact of the crisis on 
electricity customers and society at large, and to restore normal condiƟons as swiŌly as possible. 
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Procedures and measures in the electricity crisis 

It should be noted that it is possible to move from a normal situaƟon directly into a crisis, i.e., 
without having declared an early warning in between, and that not every early warning 
necessarily results in a crisis situaƟon. 

In the wake of an electricity crisis, a post-crisis phase would likely be used to observe and ensure 
stability before reaching again a normal situaƟon. 

Security of supply is being monitored by grid operators and authoriƟes alike during all the phases 
depicted above. 

3.1 National procedures and measures 

3.1.1 Overview 

Risk preparedness measures can be structured along the dimensions depicted above, i.e. 

 Crisis prevenƟon measures prior to the specific knowledge of any concrete incident that 
might cause an electricity crisis, i.e. in preparaƟon of all types of scenarios 

 Early warning measures during a situaƟon of imminent concrete risks for a specific crisis to 
occur and in view of avoiding the crisis to materialise 

 Electricity crisis measures, including the preparaƟon for an unavoidable specific crisis as 
well as the miƟgaƟon of adverse effects during and shortly aŌer the crisis 

 CommunicaƟon, a horizontal element in parallel to the three aforemenƟoned phases 

An overview of the naƟonal procedures and measures is provided in Figure 3 with the help of 
the four dimensions depicted above. They are discussed in more detail in secƟons 3.1.2 - 3.1.5 
with the excepƟon of regional measures that are described in SecƟon 3.2. 

It should be noted that neither the overview nor the explanaƟons in secƟons 3.1.2 - 3.1.5 are 
meant to be fully exhausƟve as further procedures and measures may be applied depending on 
the specific situaƟon. Furthermore, the applicaƟon of specific measures is not necessarily linked 
to the specific phases, but may be delayed or brought forward. 
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Procedures and measures in the electricity crisis 

Figure 3: Overview of the naƟonal procedures and measures. Note that original Ɵtles for several 
items are in French. Details are provided in secƟons 3.1.2 - 3.1.5. 

3.1.2 Prevention 

3.1.2.1 Government and public authoriƟes 

Report on Security of Supply 

Pursuant to arƟcle 11 of the law on the organisaƟon of the electricity market, the Report on 
Security of Supply9 provides an analysis of the current situaƟon of supply related to generaƟon 
and demand, the amount of import capaciƟes and the condiƟon of the grid. Furthermore, it 
introduces an outlook on the expected development concerning the level of security of supply 
over the following years. The report is updated every two years and builds upon detailed 
informaƟon from the enƟre electricity sector. Specifically, system operators submit their 
inventory as well as their planning for investments in the subsequent decade, allowing for a 
detailed analysis of Luxembourg’s grid infrastructure. The most recent update of the report was 
published in July 2022 and highlighted amongst other things the importance of grid 
infrastructure for Luxembourg. With Germany, two 220 kV double circuit transmission lines are 
in place, which are connected to the Amprion gird, with a total import capacity of approximately 
2000 MVA. This large import capacity ensures that Luxembourg can cover its peak electricity 
consumpƟon even during an unavailability of one of the double 220 kV transmission lines (n-1 
security). Considering the geopoliƟcal situaƟon of 2022 and the possibility of an increased 
demand for heaƟng purposes in the potenƟal absence of other fuels, the large import capacity 
also allows for an increase in electricity demand in the near future. An upgrade of one of these 
two lines to 380kV will further enhance security of supply in the country. 

9 Original Ɵtle Bericht über die Versorgungssicherheit im Strombereich in Luxemburg 
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Procedures and measures in the electricity crisis 

Strategy and action plan for the adaptation to the effects of climate change 

The Luxembourg Government’s Strategy and acƟon plan for the adaptaƟon to the effects of 
climate change in Luxembourg (2018-2023)10 idenƟfies the impacts of climate change on a 
broad range of sectors, and presents a list of measures to adapt accordingly. For the case of 
energy, the document refers to the following three elements: 

 Increased impacts of extreme events  Check and adapt exisƟng energy infrastructure for 
vulnerability to extreme events 

 Change in electricity demand  Take measures to raise awareness of energy conservaƟon 
and deployment of decentralised solar energy and other unused energy sources 

 Higher biomass producƟon  Develop biomass plants taking into account sustainability 
aspects 

National Cybersecurity Strategy 

The NaƟonal Cybersecurity Strategy11 for the period up to 2025 sets out the guidelines 
underlying the projects that the Government intends to implement in order to secure 
cyberspace at all levels. It aims to enable all actors to parƟcipate fully in a digital society and to 
access the new technologies in a secure environment. The measures that will be implemented 
are designed in the first place to ensure that Internet users are aware and to strengthen their 
trust in the digital world. Furthermore, they consist in consolidaƟng and strengthening the 
security and resilience of digital networks and infrastructures. Lastly, the strategy seeks to take 
account of cybersecurity as a factor of economic aƩracƟveness and to complement the strategy 
of dynamisaƟon that characterises the digital sector towards the conƟnued development of a 
high-performance digital economy. 

3.1.2.2 NaƟonal effort 

Voluntary measures to achieve a reduction in electricity consumption 

Voluntary measures aim to encourage all energy consumers to strive for a reducƟon in their 
energy consumpƟon, including electricity. In a campaign launched in the context of the war in 
Ukraine and corresponding energy crisis, four categories of energy consumers were addressed: 

1. State actors 

2. Municipal actors 

3. Companies 

4. CiƟzens 

While the campaign was focused on savings in natural gas, it was from its outset not limited in 
scope and also comprised electricity savings measures due to strong interdependencies 
between the two sectors. For instance, municipaliƟes undertook significant efforts to reduce 

10 Original Ɵtle Stratégie d’adaptaƟon aux effets du changement climaƟque pour le Grand-Duché de Luxembourg 

11 Original Ɵtle Stratégie naƟonale de cybersécurité IV (2021-2025) 
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Procedures and measures in the electricity crisis 

electricity consumpƟon in the field of public lighƟng, and recommendaƟons were provided 
regarding the use of heat pumps. 

These efforts are being reinforced for the specific context and challenge of electricity demand 
reducƟons through appropriate (complementary) measures and communicaƟons. Amongst 
others, the tool “StroumMonitor” will be deployed to convey the message of useful / necessary 
electricity savings to a broader public of households and businesses: 

Companies and professional customers: 

 ShiŌ producƟon processes if possible 

 Reduce interior lighƟng in buildings and turn off adverƟsing signs 

 Unplug / switch off appliances on standby 

 OpƟmize the use of heat pumps by reducing the temperature 

 OpƟmize charging Ɵmes of electric vehicles 

Households: 

 ShiŌ the use of flexible appliances (dishwasher, washing machine, etc.) 

 Turn off unnecessary lights 

 Unplug / turn off appliances on standby 

 Avoid high consumpƟon comfort acƟviƟes (saunas, steam rooms, etc.) 

 OpƟmize charging Ɵmes of electric vehicles 

As a concrete example, data centers which are relevant electricity consumers in Luxembourg 
may offer a large electricity saving potenƟal by increasing their operaƟng temperature. 

3.1.2.3 System operators 

Security of supply monitoring 

The main prevenƟve measure of system operators is to ensure a fully funcƟonal, adequate and 
resilient supply system. Pursuant to arƟcle 9 of the law on the organisaƟon of the electricity 
markets, system operators are, jointly with producers and suppliers, obliged to ensure the 
security and quality of supply, both in the short as well as in the long-term. 

Network development plans 

For the long-term, and in accordance with DirecƟve (EU) 2019/944 of the European Parliament 
and of the Council of 5 June 2019 on common rules for the internal market for electricity and 
amending DirecƟve 2012/27/EU, they elaborate Network Development Plans at least every 
two years. The plans hall contain efficient measures aiming to guarantee the adequacy of their 
respecƟve system and its security of supply. The network development plan of TSO Creos plays 
a parƟcularly important role to ensure security of supply in the long-term. 

Short-term adequacy forecasts 

The process of short-term adequacy forecasts represents a complementary prevenƟve 
measure. This forecast comprises a regional check and update of short-term acƟve power 
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Procedures and measures in the electricity crisis 

adequacy diagnosis for shorter Ɵmeframes than seasonal outlooks such as the one prepared 
half-yearly by ENTSO-E. The short-term adequacy forecast perform an analysis of detailed 
informaƟon on producƟon, consumpƟon and available grid capaciƟes. It is executed by the TSO 
or the Regional Security Coordinator (RSC), respecƟvely. 

In addiƟon to the short-term adequacy forecasts, the TSO performs regular demand and 
producƟon previsions on weekly, 2 days ahead, day ahead, intraday, 15-minute and real-Ɵme 
schedules. The TSO is in contact with the RSC on a daily basis and regular contact is maintained 
with TSOs of the directly interconnected countries (Amprion, Germany & Elia, Belgium & RTE, 
France). The regular contact with Amprion is parƟcularly important because of the strong import 
dependence from Germany. Due to this strong dependence, Amprion alerts Creos as soon as 
possible if a shorƞall, an imbalance or an N-1 grid security violaƟon is to be expected. 

In general, the TSOs and the RSC can detect a threat of a shorƞall by analysing for example: 

 The weather forecasts 
 The production prospects 
 The information from the energy markets. 

Further details on the cooperaƟon between TSOs and the RSC is provided in secƟon 3.2.2.3. 

3.1.3 Early Warning 

3.1.3.1 Government and public authoriƟes 

Coordination with the German counterparties 

In addition to the procedures followed by the TSO and competent authority to monitor security 
of supply on a continuous basis, the general state of the system and interconnections as well as 
the balance between supply and demand within the German-Luxembourgish electricity market 
is monitored jointly with the respective German counterparties. The measure makes it possible 
to remain vigilant and, if necessary, to take anticipatory measures in the event that supply 
problems are becoming more likely to occur. 

Emergency response plan 

The Emergency response plan for an outage of energy supply12 represents the Government’s 
plan for emergency intervenƟon in case of an electricity crisis that may be caused by any of the 
naƟonal crisis scenarios depicted in secƟon 1 or any other scenario affecƟng security of supply. 
It determines the required bodies for the crisis management, the definiƟon of emergency 
measures and procedures for their acƟvaƟon, as well as procedures of informaƟon flows among 
authoriƟes as well as with the public. 

Besides the emergency response plan for an outage of energy supply, there are eleven such 
emergency response plans in total, which are regularly reviewed and updated 13 . For the 
scenarios “nuclear accident“ and “cyberaƩack” that were idenƟfied as parƟcularly relevant for 

12 Original Ɵtle Plan d’intervenƟon d’urgence (PIU) ”Rupture d’énergie” 

13 The eleven emergency response plans are Nuclear Emergency; Extreme Weather CondiƟons; Chemical, biological, radiological or 
nuclear substances; Terrorism; Influenza and pandemics; Flooding; Power Cut; Ebola; Drinking water; Cyber; and Mass casualƟes. 
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Procedures and measures in the electricity crisis 

Luxembourg (cf secƟon 1), specific response plans are in place, i.e. Emergency response plan in 
the event of a nuclear accident14 and Emergency response plan for an aƩack against or the 
outage of informaƟon systems15, respecƟvely. Other emergency response plans may affect the 
electricity sector and involve actors from the sector, irrespecƟve of the quesƟon whether the 
corresponding scenario has been idenƟfied as parƟcularly relevant for the context of risk 
preparedness in the electricity sector in Luxembourg for the sake of this present plan (cf Figure 
1). For instance, for the case of flooding, dedicated risk management and emergency response 
plans exist that include several elements related to energy and electricity in parƟcular16 . 

In order to be able to deal with the fact that crisis situaƟons may unfold from different angles 
and fall into the field of more than one emergency response plan, the same general approach 
and structure is applied to all of them. This allows complemenƟng coherently certain measures 
or crisis bodies by elements of adjacent emergency response plans (for instance, in case of an 
electricity supply shortage caused by a cyber-aƩack). While the structure deliberately foresees 
a certain level of flexibility in order to be able to respond to the situaƟon-specific needs and 
requirements, it is nevertheless to be expected that the emergency response plan for an outage 
of energy supply is the pivotal element in case of a large-scale electricity outage. The main 
elements of this plan are as follows: 

In order to evaluate the extent, origin and likely duraƟon of the outage of energy supply, the 
situaƟon is conƟnuously assessed by the cell for the evaluaƟon of the risk of an outage of 
energy supply (CERR). The cell is responsible for following the evoluƟon of the situaƟon and 
for informing the crisis cell about its assessment. It is composed, amongst others, of experts 
from the High Commission for NaƟonal ProtecƟon (HCPN) and the Ministry of Energy, and is 
chaired by a representaƟve of Creos. 

Creos invites the partners mentioned above to a technical briefing, which takes place as soon as 
possible after the notification of a potential shortfall. During the technical briefing, Creos gives 
more information on the following elements: 

 The cause; 
 The estimated impact of the shortfall; 
 The expected duration; 
 The size of the shortfall and; 
 The day on which the actual shortfall is to be expected. 

During this technical briefing, the most appropriate measures to avoid or to limit the expected 
electricity shortfall and the need for the activation of the crisis cell will be discussed. 

Depending on the severity of the shortfall or the timescale, a shortened procedure can be 
applied and the crisis cell can be activated immediately. 

Early warning notification 

The competent authority gives an early warning notification to the Commission and competent 
authorities of Member States within the same region in accordance with article 14 of the 
RegulaƟon (EU) 2019/941, following a substantiated indication of a specific risk, detected by 
the TSO and subsequent recommendation of the cell for the evaluation of the risk of an outage 
of energy supply or on its own initiative. 

14 Original Ɵtle Plan d’intervenƟon d’urgence (PIU) en cas d’urgence nucléaire 

15 Original Ɵtle Plan d’intervenƟon d’urgence (PIU) “Cyber” 

16 Cf Hochwasserrisikomanagementplan-2021-2027 
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Procedures and measures in the electricity crisis 

Obligatory use of emergency generators 

The obligatory use of emergency generators during an expected shorƞall is as an effecƟve 
measure to address an electricity shorƞall through reduced grid demand. In applicaƟon of this 
measure, the consumer essenƟally disconnects from the grid before the expected shorƞall and 
runs its system in an islanded mode. Data centres for example have been idenƟfied as a 
potenƟally important contributor in this measure as their high redundancy allows them to 
operate in an islanded mode while sƟll maintaining a high operaƟonal security. 

The measure would be announced early enough for concerned parƟes to be able to prepare and 
respond. Given the technical and procedural possibiliƟes to predict such shorƞalls, a typical 
period of noƟficaƟon would be in the range of 1-7 days. 

Obligatory demand reduction 

ObligaƟon of targeted and temporary reducƟon of demand aims at reducing overall demand 
before proceeding to administraƟve manual demand disconnecƟon. The measure is envisaged 
especially for state and municipal actors, e.g. through mandatory reducƟon of public lighƟng, 
shuƫng down of computers, or closing of certain public buildings (sports hall, etc.). 

3.1.3.2 System operators 

Voluntary demand reduction StroumMonitor: orange or red signal 

To trigger voluntary demand reducƟon, an electricity monitor (StroumMonitor) is being 
developed by Luxembourg’s TSO Creos to alert and launch saving appeals to final costumers. 
These saving appeals can be acƟvated to address different levels of severity by means of a traffic 
light system. Specifically, a call for reducƟon of demand can be communicated during specific 
hours where a shorƞall in electricity is expected with the objecƟve to avoid as far as possible 
the acƟvaƟon of more severe opƟons such as manual load shedding. The saving appeal is 
communicated through a website widget, which is easily accessible for the general populaƟon. 
shows an example of the layout of the StroumMonitor. 

Figure 4: Electricity monitor "StroumMonitor" layout (illustraƟon only) 

In the widget, the green signal is the default signal of the StroumMonitor. It means that the level 
of electricity consumpƟon is lower than the available producƟon for the day and that we have 
sufficient margins. The orange signal is calculated according to available margins based on 
ENTSO-E’s Short-Term Adequacy Forecasts (STA). It is acƟvated when the available electricity 
reserves are low, i.e. when the available producƟon is very close to the expected consumpƟon 
level. The red signal is acƟvated when there is not enough electricity to cover all needs. 

In addiƟon, the widget also indicates peak hours according to producƟon and consumpƟon 
forecasts on a daily basis to incenƟvize enhanced flexibility and peak load shaving. 
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Procedures and measures in the electricity crisis 

To support the saving appeals, a dedicated website was created, which describes easy-to-apply 
saving measures for both individuals and companies. The general advice is to avoid high power 
applicaƟons during Ɵmes of tension and shiŌ them to less stressed Ɵmes. The message may be 
echoed and reinforced through dedicated communicaƟon channels (communiqué de presse, 
etc.) to achieve a reducƟon of electricity consumpƟon in anƟcipaƟon of the expected shorƞall 
and to avoid the acƟvaƟon of manual load shedding or even a complete blackout. 

To reinforce the message, the TSO/DSO may also contact certain industries directly to inform 
them of the situaƟon and to inquire if a reducƟon in demand can be arrange for the predicted 
day of the shorƞall. 

Reduce / stop maintenance and infrastructure works 

This measure can be implemented by the TSO and/or the DSOs following the anƟcipaƟon of a 
major physical problem on their network. It consists of reducing scheduled maintenance 
intervenƟons, as well as infrastructure works on specific network elements during the early 
warning period. This measure can go, if necessary, to the cancellaƟon of all scheduled 
maintenance intervenƟons and infrastructure works. This measure ensures maximum 
availability of the transmission and distribuƟon network and thus reduces the short-term risk of 
electricity shortages. 

European Awareness System 

The European Awareness System (EAS) was launched in April 2013 and serves as an important 
collaboraƟve tool for ENTSO-E TSO members. The EAS allows TSOs to share and monitor real-
Ɵme informaƟon on the transmission systems across Europe, and react quickly with assistance 
or system measures if an area appears to be under stress, both in the prevenƟon and resoluƟon 
of disturbances. 

Modification of the grid topology and congestion management 

Regular modificaƟon of the grid topology and the applicaƟon of congesƟon management 
procedures in the capacity calculaƟon region pursuant to Commission regulaƟon (EU) 
2015/1222 of 24 July 2015 establishing a guideline on capacity allocaƟon and congesƟon 
management are standard procedures to control the grid load. The unavailability of 
transmission lines or generaƟon units, for instance caused by a physical or cyberaƩack, severe 
accidents or extreme weather situaƟons may cause overloads of the transmission and 
distribuƟon grids. 

ModificaƟon of the grid topology, e.g. by changing the interconnecƟon of lines in substaƟons 
and/or coupling or decoupling of busbars, is a measure that can be taken rapidly and mostly 
remotely with the aim to avoid unacceptable loadings of assets that may cause further outages. 

Topological measures may be supplemented by applying congesƟon management in a grid 
convenient way, such as redispatch of power producƟon from one locaƟon to another. Due to 
the small size and the properƟes of the naƟonal energy supply system, congesƟon management 
potenƟal in Luxembourg is very limited. 

23 



       

 

 

   

     

   

                
               

        

                   
             

              
            

                
             
      

               
               

     

                 
     

             
                 

                 
                 
    

                
        

              
         

                

              
           

  

              
                  

               
          

               
              

         

 

 

 

Procedures and measures in the electricity crisis 

3.1.4 Electricity Crisis 

3.1.4.1 Government and public authoriƟes 

Emergency response plan 

If the assessment done in the CERR during the early warning phase showed that an imminent 
crisis or present crisis is unavoidable, the crisis cell according to the Emergency response plan 
for an outage of energy supply is acƟvated. 

 The crisis cell is acƟvated by the Prime Minister and Minister of State in case of an imminent 
or present crisis. The cell is responsible for direcƟng, coordinaƟng and monitoring all 
measures for managing the crisis with the aim to restore normal condiƟons. Members of 
the crisis cell are representaƟves of the relevant ministries, administraƟons and services 
depending on the nature and scope of the crisis. The crisis cell can be expanded depending 
on the circumstances for instance by representaƟves of the energy sector or representaƟves 
of other relevant ministerial departments. 

 The crisis cell can authorise an operaƟonal cell to implement, execute and supervise the 
directed measures and acƟons. An operaƟonal cell is chaired by a person appointed by the 
leader of the crisis cell. 

 The task of the cell for communicaƟon and informaƟon is to inform the populaƟon and the 
media about the crisis situaƟon. 

Legally, temporary measures ordered by the government in an imminent or present crisis 
situaƟon aiming to safeguard the electricity supply are covered by arƟcle 13 of the law on the 
organisaƟon of the electricity market. It should be noted that such measures do not give rise to 
any form of financial or other type of compensaƟon, and do not require the prior agreement of 
the electricity consumers concerned. 

Specifically, measures may be acƟvated by the crisis cell in order to minimise the overall impact 
on naƟonal economy and social life, such as 

 the acƟvaƟon of the naƟonal demand disconnecƟon procedure as depicted in the system 
defence plan (see secƟon 3.1.4.2 below) by system operators 

 the acƟvaƟon of the restoraƟon plan (in case of a blackout situaƟon) by system operators 

 removal of physical impact (e.g. overthrown trees in overhead lines), emergency repair of 
transmission infrastructure, and installaƟon of mobile generators by CGDIS and system 
operators 

Meanwhile, system operaƟons and other bodies do not necessarily have to wait for instrucƟons 
from the Government in case of a crisis, as they oŌen have disposiƟve power to acƟvate a large 
number of measures themselves, as laid out in the various plans governing their roles and 
responsibiliƟes. Indeed, necessary response Ɵmes for operaƟonal measures are oŌen 
extremely, such that related decisions need and can be taken by system operators without prior 
approval. A concrete example are load shedding plans that do not require the authoriƟes’ 
approval before acƟvaƟon (for details, see secƟon 3.1.4.2 below). 
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Procedures and measures in the electricity crisis 

Crisis management in case of a cyberattack 

In the specific case that the crisis is the result of a cyberaƩack, and depending on the role of 
respecƟvely for energy therein, crisis management either follows or is complemented by the 
steps described in the Emergency response plan for an aƩack against or the outage of 
informaƟon systems. Drawn up using the same logic as the Emergency response plan for an 
outage of energy supply, the plan foresees the following bodies: 

 The crisis cell is acƟvated by the Prime Minister and Minister of State in case of an imminent 
or present crisis. The cell is responsible for direcƟng, coordinaƟng and monitoring all 
measures for managing the crisis with the aim to restore normal condiƟons. Members of 
the crisis cell are representaƟves of the relevant ministries, administraƟons and services 
depending on the nature and scope of the crisis. Depending on the circumstances, the crisis 
cell may be expanded by including representaƟves of further relevant ministerial 
departments and supplemented by representaƟves of Internet Service Providers and further 
organisaƟons that are affected by the aƩack. 

 The crisis cell can authorise an operaƟonal cell to implement, execute and supervise the 
directed measures and acƟons. It is chaired by a person appointed by the leader of the crisis 
cell. 

 The role of the cyber risk assessment cell is to monitor the situaƟon and to inform the crisis 
cell about its assessment. 

 The task of the cell for communicaƟon and informaƟon is to inform the populaƟon and the 
media about the crisis situaƟon. 

In the case of an electricity crisis caused by the cyberaƩack, miƟgaƟng measures emanaƟng 
from the Emergency response plan for an aƩack against or the outage of informaƟon systems 
may be acƟvated. The crisis cell assesses the degree of urgency and the impact of the incident 
on Luxembourgish territory in order to determine the severity of the situaƟon and to idenƟfy all 
systems impacted directly or indirectly (collateral damage). Based on the results of this 
assessment, the coordinaƟon and cooperaƟon between the actors involved as well as the 
internaƟonal cyber emergency response team (CERT) community can be organised. The role of 
the cyber risk assessment unit role is to monitor any criƟcal naƟonal cyber-security incident or 
threat and to conƟnuously keep the crisis cell informed. It consists of experts and offers a 
strengthened surveillance and vulnerability analysis within the naƟonal emergency response 
plan. It idenƟfies potenƟal targets, listed according to the type of aƩack, and ensures an 
upgrading and protecƟon of threatened informaƟon systems. The unit can implement 
protecƟve measures where targets have been confirmed and prevenƟve measures where 
potenƟal targets have been determined. It can also parƟally or totally isolate a target by 
disconnecƟon if deemed necessary and appropriate. 

If the event consƟtutes a crisis of significant magnitude and considerable impact, the crisis cell 
can request support by public administraƟon experts in the field of informaƟon and 
communicaƟon system security through the acƟvaƟon of the naƟonal cyber reserve. For specific 
areas, the reserve can be supplemented by experts from the private sector or from internaƟonal 
organisaƟons of which Luxembourg is a member. 
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Procedures and measures in the electricity crisis 

Further assistance can be requested via non-governmental CERTs.17 

Crisis management in case of a nuclear accident 

For the crisis scenario of a nuclear accident, the preparatory measures according to the 
Emergency response plan in the event of a nuclear accident are applied. 

 The Prime Minister acƟvates the crisis cell. The crisis cell iniƟates, coordinates and monitors 
the execuƟon of all the measures intended to deal with the crisis and its effects. In addiƟon, 
the crisis cell works closely with its foreign counterparts. 

 The main task of the radiological evaluaƟon cell is to suggest appropriate emergency 
measures to the crisis cell, monitoring changes to the state of the damaged reactor, the 
scale and changes to radioacƟvity in the environment and its impact on the populaƟon. The 
aim is to provide the best possible protecƟon for the populaƟon against all the dangers 
associated with ionising radiaƟon. The members of this cell also work closely with their 
foreign counterparts. The radiological evaluaƟon cell comprises experts from the 
Department for RadiaƟon ProtecƟon at the NaƟonal Health Directorate and members of 
CGDIS. 

 The task of the communicaƟon/informaƟon cell is to support the crisis cell in its efforts to 
coordinate communicaƟon between the authoriƟes and the populaƟon. It keeps the media 
and ciƟzens informed of the changing situaƟon as well as the prescribed prevenƟve and 
protecƟve measures. 

As soon as the Luxembourg 112 emergency call centre is informed of a nuclear accident, it alerts 
the radiological evaluaƟon cell, which immediately carries out an evaluaƟon of the informaƟon 
available. If the accident is likely to pose a danger to the populaƟon, the High Commissioner for 
NaƟonal ProtecƟon is informed. 

AŌer consulƟng with CGDIS and the Department for RadiaƟon ProtecƟon at the NaƟonal Health 
Directorate (Division de la radioprotecƟon de la DirecƟon de la santé), the High Commissioner 
for NaƟonal ProtecƟon informs the Prime Minister and Minister of State who decides whether 
to acƟvate the crisis cell. 

The execuƟon of this plan falls within the competency of the Prime Minister and Minister of 
State, the Minister for Home Affairs and the Minister for Health. All further ministries, agencies 
and departments of the State are bound to cooperate with the implementaƟon of the plan using 
all the means available to them. Local authoriƟes are considered key partners in this process. 

For the crisis scenario of a nuclear accident, miƟgaƟon measures according to the Emergency 
response plan in the event of a nuclear accident are taken. These measures (taking shelter, 
taking potassium iodide tablets, evacuaƟon) mainly serve to protect public health but may 
corrupt the ability to control the energy supply system. In case that power plants or control 
centres are within the region of contaminaƟon, the operaƟon of the electricity system will be 
adapted to the emergency situaƟon in order to maintain the electricity supply as far as possible. 
With respect to the Luxembourgish transmission grid, this is achieved by transferring the 

17 The cyber emergency response community Luxembourg iniƟaƟve “cert.lu” serves to enhance the collaboraƟon between public 
and private CERTs in Luxembourg. 
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Procedures and measures in the electricity crisis 

funcƟonaliƟes of the main control system to backup systems that can be operated in a 
decentralised way. 

In case the event leads to a shutdown of major power plants in the region of Luxembourg and 
its surroundings or if grid operaƟon is significantly disturbed, cross-border support from energy 
suppliers and system operators of less affected regions may be needed in order to maintain the 
electricity supply. 

Notification of the crisis 

The competent authority sends a crisis notification to the European Commission and competent 
authorities of Member States within the same region in accordance with article 14 of the 
RegulaƟon (EU) 2019/941, following the detection of an imminent blackout or if a blackout has 
already occurred. 

3.1.4.2 System operators 

A large number of technical measures is acƟvated automaƟcally as they are embedded in real-
Ɵme grid-operaƟon procedures and therefore contribute to prevent an electricity crisis at very 
short Ɵmescales. In addiƟon, the European legal framework defines further grid related 
procedures in parƟcular in Commission regulaƟon (EU) 2017/1485 of 2 August 2017 
establishing a guideline on electricity transmission system operaƟon (hereaŌer ‘System 
OperaƟon Guideline’), which includes amongst others the following operaƟonal measures: 

Load frequency control and system protection schemes 

In situaƟons where the above correcƟve measures in real-Ɵme have not been effecƟve to 
safeguard security of supply, system operators are equipped with more excepƟonal measures 
and procedures for crisis management. Besides naƟonal law governing roles and responsibiliƟes 
for system security, the System OperaƟon Guideline as well as Commission RegulaƟon EU 
2017/2196 of 24 November 2017 establishing a network code on electricity emergency and 
restoraƟon (hereaŌer ‘Network Code E&R’) provide a European framework with harmonised 
rules for technical and organisaƟonal measures to prevent the spread or amplificaƟon of an 
incident in a naƟonal network and the spread of disturbances or blackout condiƟons to other 
networks. 

Load frequency control serves to compensate imbalances between generaƟon and 
consumpƟons and deviaƟons from nominal frequency involved. With respect to the naƟonal 
crisis scenarios, there are various incidents that might cause relevant imbalances. These include 
aƩacks against criƟcal assets, industrial accidents or the disconnecƟon of consumers or 
generaƟon units. The load-frequency control mechanism for the Creos transmission grid is 
embedded in the common Creos-Amprion load-frequency control area (which is operated by 
Amprion) of the load-frequency control block of Germany, Luxembourg and Denmark (West). 

System protecƟon schemes are part of the real-Ɵme grid operaƟon. In the Luxembourgish 
system such protecƟon procedures exist for the automaƟc disconnecƟon of demand as a last 
resort in case of underfrequency configured by Creos in accordance with the requirements of 
ENTSO-E and are installed for prevenƟng a voltage collapse by blocking the automaƟc step 
changing on the high voltage transformers. Furthermore, special protecƟon schemes (SPS) are 
case specific measures for unexpected events that emerge and develop in such a short period 
of Ɵme that manual intervenƟon is not possible. SPS are automaƟcally acƟvated when a 
predefined condiƟon is reached. In the Luxembourgish system a SPS is established for the 
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Procedures and measures in the electricity crisis 

condiƟon that the connecƟon to the Amprion grid is interrupted. In this case the Creos network 
will be automaƟcally split to avoid a total blackout in Luxembourg. 

Temporary violation of the (n-1) security 

The system operator may also accept a temporary violaƟon of the (n-1) security criterion 
provided that this allows to avoid the acƟvaƟon of measures with extensive impact on clients 
and market parƟcipants (disconnecƟon of generators/consumers, restricƟon or suspension of 
the energy market) and to regain (n-1) security aŌer short Ɵme. Such temporary non-compliance 
with the (n-1) security criterion is compaƟble with the arƟcle 35 of the System OperaƟon 
Guideline. 

Business Continuity Plan 

In line with arƟcle 24 of the System OperaƟon Guideline, TSO Creos has developed and adopted 
an internal Business ConƟnuity Plan detailing its planned responses in a crisis situaƟon. CriƟcal 
business processes have been idenƟfied, and miƟgaƟon procedures are defined to miƟgate the 
negaƟve impacts by means of measures in the field of IT, telecommunicaƟon, criƟcal 
infrastructure, etc. The plan is an important element to avoid business interrupƟon or at least 
reduce downƟmes to a minimum in case of an emergency. The plan is reviewed and tested 
regularly to confirm or adjust criƟcal processes, and to train and verify the technical soluƟons 
and organisaƟonal recovery procedures. 

Switching of part of the load to the Elia grid 

In case the Creos network loses connecƟon with the Amprion grid, it will be split automaƟcally 
to allow, within the limits of available capacity, the power supply of the southern part of 
Luxembourg, including the City of Luxembourg, via the Elia grid in Belgium. The rest of the 
country will be in a state of blackout (cf. secƟon 1.2 of the system restauraƟon plan). 

System Defence Plan 

Demand disconnecƟon is a tool that can be used as a last resort by the system operators of to 
prevent the emergence of major incidents and to limit their consequences when they occur. The 
System Defence Plan, collaboraƟvely drawn up by Luxembourg’s electricity system operators, 
defines the circumstances and condiƟons under which demand disconnecƟon may be used by 
electricity system operators, the responsibiliƟes and decision-making procedures associated 
with the pracƟce of demand disconnecƟon, its operaƟonal modaliƟes, as well as the priority 
rules for demand disconnecƟon of customers with the least damage. It is designed for the 
current structure of Luxembourg's electricity grids, but also to be easily adaptable to potenƟal 
changes, in parƟcular possible developments in interconnecƟons with neighbouring grids or in 
the deployment of control-command systems that facilitate the implementaƟon of demand 
disconnecƟon. 

Demand disconnecƟon is used to ensure operaƟonal security of the transmission grid (based on 
the safety analysis, and in addiƟon to the available correcƟve measures) or in case the grid is in 
an emergency state and no correcƟve measures are available to restore the normal state. An 
emergency state of the grid may occur in case of significant frequency deviaƟons or 
malfuncƟons of tools, equipment, and installaƟons. 
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Procedures and measures in the electricity crisis 

As there are no large power plants connected to the Creos transmission grid, and the installed 
capacity of renewable energy sources like wind, photovoltaics and biomass is sƟll rather small18 , 
the potenƟal for shedding generaƟon is highly limited and therefore not parƟcularly relevant in 
the context of possible measures for naƟonal crisis scenarios. 

The system defence plan introduces the circumstances to iniƟate manual load shedding and 
coordinaƟon processes between the system operators, the operaƟonal procedures, priority 
rules and disconnectable consumer groups in hierarchical order. The main provisions are briefly 
summarised in the following paragraphs. 

The acƟvaƟon of demand disconnecƟon can be caused by an electricity shortage observed or 
anƟcipated by the system operator, in parƟcular a significant imbalance between electricity 
supply and demand, the limitaƟon of import capaciƟes below an adequate level to ensure supply 
in Luxembourg or grid failures resulƟng in extensive overloading. The measure aims at 
prevenƟng a cascade of overloads and a collapse of voltage or frequency, which would likely 
result in a total collapse of the grids in Luxembourg. 

The disconnecƟon follows a predefined priority ranking regarding the urgency of electricity 
supply. This hierarchy is set up in order to meet the country’s essenƟal needs and to limit the 
consequences of demand disconnecƟon as much as possible. 

The priority list of electricity consumers comprises the following four levels of priority: 

 N3: High voltage consumers >= 65 kV 

o N4.2 High voltage consumers >= 65 kV except SEVESO and criƟcal 
infrastructures, with 5 batches in monthly rotaƟon and with flexible 
allocaƟon by mutual agreement 

o N4.1 High voltage consumers >=65 kV classified according to the European 
SEVESO direcƟve 

 N2: Low and medium voltage consumers < 65 kV 

o 65/20 kV transformers without criƟcal infrastructures connected, with 
rotaƟonal disconnecƟon 

 N1: CriƟcal infrastructures as defined in the law of July 23 established by the High 
Commission for NaƟonal ProtecƟon 

Consumers with the lowest priority level (i.e. N3) are disconnected first, while consumers 
belonging to the highest priority level (i.e. N1) are disconnected last. The priority list was 
established taking into consideraƟon the economic efficiency and technical feasibility. 

The lowest priority level comprises consumers who are directly connected to the 65 kV grid (or 
higher). The ranking within this level is further refined by giving industrial sites classified 
according to the European SEVESO direcƟve priority over the remaining industrial sites. The 
industrial sites are distributed into separate batches of a known total peak demand, which are 
sorted by monthly rotaƟng schedules to determine which batches are disconnected first in case 
of an acƟvaƟon of the manual disconnecƟon procedure. The schedule also allows for flexible 
allocaƟon by mutual agreement, i.e. an industrial site can trade places with another to avoid 
being disconnected to avoid the disrupƟon of a criƟcal producƟon process for example. 

18 AutomaƟc disconnecƟon capabiliƟes for specific situaƟons are usually integrated in those units. 
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Procedures and measures in the electricity crisis 

The priority level N2 covers low and medium voltage consumers connected to voltage levels 
below 65 kV. These consumers are disconnected by switching 65/20 kV transformers which do 
not serve any higher priority consumers downstream. To the extent possible, low voltage 
consumers are disconnected on a rotaƟonal basis to ensure no consumer is without electricity 
for longer periods of Ɵme. Similar to the N3 priority level, the low voltage costumers are thus 
grouped into batches. 

Lastly, the highest priority level (i.e. N1) includes all criƟcal infrastructures. As defined in the law 
of July 23 established by the High Commission for NaƟonal ProtecƟon, criƟcal infrastructure 
means any point, system or part thereof, which is essenƟal to the safeguarding of vital interests 
or essenƟal needs of all or part of the country or of the populaƟon or which is likely to be subject 
to a parƟcular threat.19 In a detailed analysis of these criƟcal infrastructures, it was found that 
electricity supply is essenƟal for the proper funcƟoning of these enƟƟes, thus explaining the 
priority level. 

In case of an anƟcipated enduring crisis situaƟon, the disconnecƟon scheme may apply a 
rotaƟonal procedure consisƟng in alternately disconnecƟng different groups of consumers 
within the same level for a limited period of Ɵme. 

Due to the country’s strong dependence on imports from neighbouring countries any acƟon to 
avoid imbalance between generaƟon and demand in Luxembourg, and in parƟcular demand 
disconnecƟon, must be established in accordance and alignment with the measures taken by 
the German TSO Amprion, and if necessary, by the Belgian TSO Elia as well as the French TSO 
RTE. 

Market suspension and restoration 

In accordance with the Network Code E&R, Creos has drawn up Rules for Market Suspension 
and RestoraƟon. As Luxembourg is in a common electricity with Germany, it does not have 
separate rules for the suspension and restoraƟon of market acƟviƟes, but follows the rules 
established for the common DE/LU market, including non-discriminatory principles of imbalance 
seƩlement for Luxembourg grid users in line with the imbalance seƩlement rules applied in the 
context of market suspension in Germany. 

As a general rule, market acƟviƟes can only be suspended if other safeguard measures are no 
longer available. The market suspension rules are therefore limited to emergency situaƟons and 
subject to strict condiƟons as proposed by German TSOs and approved by the German Regulator 
Bundesnetzagentur20 . 

It should be noted that 

 the acƟviƟes of the DE/LU common market will not be suspended by Creos but by 
the German TSOs, and that 

19 In naƟonal law, criƟcal infrastructures are defined as follows: « tout point, système ou parƟe de celui-ci qui est indispensable à la 
sauvegarde des intérêts vitaux ou des besoins essenƟels de tout ou parƟe du pays ou de la populaƟon ou qui est suscepƟble de faire 
l'objet d'une menace parƟculière. » 

20 BesƟmmungen für die Aussetzung und Wiederaufnahme von MarktakƟvitäten und die BesƟmmungen für die Abrechnung im 
Falle einer Aussetzung von MarktakƟvitäten gemäß ArƟkel 36 Abs. 1 und ArƟkel 39 Abs. 1 i.V.m. ArƟkel 4 Abs. 2 e und f der 
Verordnung (EU) 2017/2196 der Kommission vom 24. November 2017 zur Festlegung eines Netzkodex über den Notzustand und 
den Netzwiederauĩau des Übertragungsnetzes (24. April 2020), § 4.1 - Voraussetzungen für die Aussetzung von MarktakƟvitäten 
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Procedures and measures in the electricity crisis 

 an interrupƟon of supply in the Creos system is not a sufficient precondiƟon to 
jusƟfy a suspension of the DE/LU common market acƟviƟes by the German TSOs. 

AŌer a blackout, the TSOs are responsible for ensuring that the network is restored and that 
market acƟviƟes are re-established as quickly as possible. A restoraƟon of market acƟviƟes can 
only take place if the incidents at the origin of the suspension are resolved and once the 
concerned market players have been informed by the TSOs. 

The rules furthermore sƟpulate that Creos sends all relevant noƟficaƟons and informaƟon 
concerning the suspension and re-establishment of the DE/LU common market acƟviƟes to the 
relevant Luxembourg enƟƟes as soon as possible and aŌer consultaƟon with the German TSOs. 

System Restoration Plan 

In case that the remedial measures have not been successful and the system falls into a parƟal 
or total blackout condiƟon, a structured restoraƟon of energy supply according to the System 
RestoraƟon Plan is iniƟated. 

Since there are currently no large power plants connected to the Creos transmission grid, Creos 
is not capable to restore the Luxembourgish energy supply on its own. However, the Vianden 
pumped storage plant (located in Luxembourg but connected directly to the German Amprion 
grid) plays an important role for grid restoraƟon in the region, including Luxembourg. 

If the restoraƟon plan is triggered, regional dispatching (e.g., medium voltage grids) is 
subordinated to the Creos control centre, which is also responsible for the coordinaƟon with the 
Amprion control centre, the Elia naƟonal and regional control centres, and the dispatching of 
the Sotel industrial grid. The lines of communicaƟon are secured and will also work in the event 
of a blackout (cf. secƟon 1.2 of the aforemenƟoned plan). 

Creos’ restoraƟon procedures include decision-making schemes to guide operators through the 
different phases of recovery. These schemes avoid neglecƟng important elements, allow for 
working in a structured manner and ensure that all the informaƟon necessary to be able to 
choose the most appropriate strategy is evaluated. The documentaƟon of the process will form 
the basis of the ex-post analysis of the crisis, whose results will provide valuable elements for a 
beƩer understanding of the crisis and for improving procedures and the restoraƟon plan (cf. 
secƟon 3.1 of the aforemenƟoned plan). 

In the event of a solar storm which can be forecasted by Space Agencies a few days in advance, 
it may be appropriate to iniƟate a voluntary (parƟal) blackout in order to protect the grid and 
power generaƟon centres from the damaging consequences. As a voluntary blackout is a 
coordinated process, the restoraƟon procedure aŌer the event may be simpler to manage 
compared to an uncontrolled state of emergency. Nevertheless, it would follow the same 
procedures laid out in the system restoraƟon plan. 

3.1.4.3 Final customers 

Business continuity plans 

Business conƟnuity plans enhance the capability of organizaƟons to conƟnue their delivery of 
products or services at pre-defined acceptable levels following a disrupƟve incident. The goal is 
to enable ongoing operaƟons before and during a crisis situaƟon, and very oŌen comprises the 
risk (respecƟvely scenario) of interrupted power supply. 
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Procedures and measures in the electricity crisis 

Business conƟnuity plans are parƟcularly relevant for enƟƟes which are criƟcal for the 
funcƟoning of society and which are consequently declared as criƟcal infrastructures by the 
HCPN. NaƟonal law21 requires owners or operators of those infrastructures to develop Business 
ConƟnuity Plans which shall include at least the following: 

 characterisƟcs of the criƟcal infrastructure; 
 risk idenƟficaƟon, analysis and assessment ; 
 risk reducƟon measures and prevenƟve strategies; 
 business conƟnuity measures. 

As part of addressing the risk of possible power supply interrupƟons, enƟƟes may for instance 
install backup generators and/or uninterrupƟble power supplies (UPS), according to their 
respecƟve business needs and risk aversion. 

It should be noted that precauƟonary measures at the level of final customers is not strictly 
linked to the risk and occurrence of crisis situaƟons at naƟonal level. Indeed, a very local 
interrupƟon of power supply, e.g. during construcƟon works, may equally cause such measures 
to be triggered. 

3.1.5 Communication 

In all phases of the crisis management, communicaƟon and the flow of informaƟon plays a 
decisive role. The internal communicaƟon serves to keep all relevant bodies informed and 
coordinated, and provides the basis for deciding and approving on the most sensible measures. 
External communicaƟon, i.e. specifically the transparent informaƟon towards the public, serves 
to strengthen the trust in the respecƟve strategy of crisis management and to avoid irraƟonal 
behaviour. 

3.1.5.1 Procedures and measures by the government and public authoriƟes concerning 
informaƟon flows 

On a government level, the procedures related to informaƟon flows are defined in the 
respecƟve emergency response plans. 

According to secƟon 5 of the Emergency response plan for an outage of energy supply, the 
main procedures of internal communicaƟon for any kind of electricity crisis are as follows: 

 The system operator alerts the head of cell for the evaluaƟon of the risk for an outage of 
energy supply as soon as the system operator becomes aware of a major incident or aƩack. 

 The High Commissioner for NaƟonal ProtecƟon is alerted if the incident is likely to have a 
significant impact. 

 The Prime Minister and Minister of State is alerted. 

The informaƟon of the public is provided by the cell for communicaƟon and informaƟon. Based 
on the communicaƟon strategy the public is informed of 

 the incident or aƩack and its impacts, 

 the emergency plan in the event of an aƩack or technical fault in energy supply system, 

21 Loi du 23 juillet 2016 portant créaƟon d'un Haut-Commissariat à la ProtecƟon naƟonale, arƟcle 8 ; Règlement grand-ducal du 
21 février 2018 fixant la structure des plans de sécurité et de conƟnuité de l’acƟvité des infrastructures criƟques. 
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Procedures and measures in the electricity crisis 

 the establishment of the crisis cell including its composiƟon and missions, 

 the measures taken by the relevant authoriƟes, 

 the behaviours to be adopted by the populaƟon, and 

 the stages of restoraƟon of supply. 

This informaƟon is spread through communicaƟon channels defined in the crisis communicaƟon 
strategy such as radio, TV, print media, website (in parƟcular www.infocrise, hotlines, social 
networks, etc., provided that these channels are sƟll available. 

According to the Emergency response plan for an aƩack against or the outage of informaƟon 
systems, the internal communicaƟon procedures are triggered as soon as any naƟonal or 
internaƟonal actor reports a major cyber incident to the relevant Luxembourg authoriƟes (cf. 
secƟon 3 of the aforemenƟoned plan). 

 The cyber risk assessment cell is informed about the incident or aƩack. 

 The High Commissioner for NaƟonal ProtecƟon is alerted if the incident is likely to have a 
significant impact. 

 The Prime Minister and Minister of State is alerted. 

The public is informed of developments by the government (cell for communicaƟon and 
informaƟon) through the communicaƟon tools as described for the response plan for an outage 
of energy supply (cf. secƟon 6 of the aforemenƟoned plan). 

According to secƟon 2.1 of the Emergency response plan in the event of a nuclear accident, the 
internal informaƟon procedure comprises the following three elements: 

 The radiological evaluaƟon cell is alerted as soon as the informaƟon of the incident is 
available. 

 The High Commissioner for NaƟonal ProtecƟon is alerted if the accident is likely to pose a 
danger to the populaƟon. 

 The Prime Minister and Minister of State is alerted. 

The crisis cell informs the public of all protecƟve measures, recommendaƟons and bans at the 
necessary Ɵme via the press, social media and the website www.infocrise.lu (cf. secƟon 5 of the 
aforemenƟoned plan). Furthermore, it directs CGDIS to acƟvate specific warning signals through 
the naƟonal siren network, as described in SecƟon 2.5 of the aforemenƟoned plan). 

3.1.5.2 Procedures and measures by system operators concerning informaƟon flows 

In case that the system operator has acƟvated measures according to the System Defence Plan, 
the system operator in charge of the coordinaƟon informs the Government Commissioner of 
Energy and the InsƟtut Luxembourgeois de RégulaƟon (ILR), as well as the High Commissioner 
for NaƟonal ProtecƟon in wriƟng of acƟons and measures. 

In case of a prolonged situaƟon, the affected system operators inform their customers of the 
decisions made, and in parƟcular of the expected duraƟon of the crisis situaƟon. 

In case of naƟonal disconnecƟon, the TSO informs the public through appropriate 
communicaƟon channels. 
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Procedures and measures in the electricity crisis 

3.2 Regional and bilateral cooperation 

Luxembourg is involved in several arrangements aiming at regional and bilateral cooperaƟon on 
both a government as well as a system operator level. Some of these arrangements are of 
binding nature and define procedures for mutual support in specific crisis and emergency 
situaƟons, while others are acƟviƟes to contribute acƟvely to achieve further progress related 
to risk preparedness in the energy sector and other fields of internaƟonal interests. 

3.2.1 Overview of regional and bilateral cooperation 

Figure 5: Arrangements related to bilateral and regional cooperaƟon 

3.2.2 Mechanisms for regional and bilateral cooperation 

3.2.2.1 CooperaƟon on a governmental level 

Luxembourg has concluded several binding intergovernmental agreements in the context of 
managing crisis situaƟons with potenƟal cross-border consequences. These agreements 
comprise: 

 The Agreement between Luxembourg and France on assistance and cooperaƟon in the 
field of civil protecƟon and security (act of April 2016) for the implementaƟon of voluntary 
and mutual assistance in the event of a disaster or serious accident requested either through 
diplomaƟc channels or by the respecƟve competent authority. 

 The Agreement between Luxembourg and Belgium on mutual assistance in the field of civil 
protecƟon (act of August 2016) in the event of a disaster or serious accident, especially 
incidents of chemical and nuclear nature. 

 The Agreement between Luxembourg and Germany on mutual assistance in the event of 
a disaster or serious accident (act of December 1981). 

 The Treaty between Belgium, Luxembourg and the Netherlands in maƩers of police 
cooperaƟon (July 2018). 

The assistance foreseen in these agreements generally consists in the following aspects: 
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Procedures and measures in the electricity crisis 

 sending rescue teams, 
 providing equipment, 
 transmiƫng informaƟon. 

The agreements typically foresee cooperaƟon covering: 

 measures to predict and prevent major natural and technological hazards including but 
not limited to the hazards idenƟfied in secƟon 1.2., 

 protecƟng and safeguarding people, property and the environment threatened by a 
major natural or technological disaster, 

 training for civil protecƟon and security actors, 
 mutual assistance in the event of disasters or serious accidents, 
 mutual assistance between emergency services on both sides of the border 
 methodologies for the establishment of conƟngency plans, 
 the study of common interest problems in forecasƟng, prevenƟon, assessment and 

management of emergencies, 
 exchanges of experts and specialists, and 
 exchanges of informaƟon and documentaƟon on civil protecƟon and security. 

Different working groups for crisis management and disaster assistance (e.g. “SENN-CRISE”) 
enable the cooperaƟon within the Benelux union and with Germany. The main pillars are the 
collaboraƟon of naƟonal crisis cells, improvement of communicaƟon against the background of 
specific crisis scenarios and common exercises to ensure a smooth communicaƟon flow during 
a crisis. 

These binding agreements are complemented by the following MoUs: 

 The Memorandum of Understanding between Belgium, Luxembourg and The 
Netherlands22 from June 2006 to intensify their collaboraƟon in a crisis caused by an 
incident in the territory of one of the countries. The cooperaƟon covers the coordinaƟon of 
naƟonal policies as well as planning and execuƟon of countermeasures. This coordinaƟon is 
established inter alia by risk idenƟficaƟon, planning of civil protecƟon measures, crisis 
management, mutual assistance on an ad-hoc basis, exchange of informaƟon, and 
communicaƟon with the public and corporate exercises. 

 Pursuant to the requirements on solidarity and regional cooperaƟon, the Pentalateral 
Energy Forum draŌed and signed a Memorandum of Understanding on risk preparedness 
in the electricity sector in December 2021, which can be found in annex A of this plan. It 
provides a common understanding and clear mandate to conƟnue the collaboraƟon 
concerning the idenƟficaƟon of possible common measures. 

The common measures that will be assessed in further detail within the Penta Context will 
build upon exisƟng inter-TSO agreements, as well as other relevant solidarity mechanisms. 
Examples of such exisƟng mechanisms are the network code on electricity emergency and 
restoraƟon or the guideline on electricity transmission system operaƟon. More specifically, 
possible common measures that will be analysed in more detail are: cross-border usage of 
reserve capaciƟes and flexible loads, exchange about demand disconnecƟon plans, 
surveillance of the short-term security of electricity supply, coordinate informaƟon 

22 Original Ɵtle Le Mémorandum d'Accord concernant la coopéraƟon dans le domaine de la gesƟon des crises pouvant avoir des 
conséquences transfrontalières entre le Royaume de Belgique, le Royaume des Pays-Bas et le grand-duché de Luxembourg 
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Procedures and measures in the electricity crisis 

regarding saving appeals to the public, support with electric equipment, knowledge and 
experƟse, and usage of mobile generators. Within the context of Support Group II of the 
Pentalateral Energy Forum dealing with security of supply, a preliminary exchange on these 
measures already took place. Based on the mandate and intenƟons expressed in the MoU, 
they will be further analysed from a regional point of view with respect to their technical, 
legal and economic characterisƟcs. 

3.2.2.2 CooperaƟon between public authoriƟes 

In the framework of internaƟonal collaboraƟon related to security of supply on European level, 
the Electricity CoordinaƟon Group is a forum for the exchange of informaƟon and coordinaƟon 
of electricity policy measures having a cross-border impact. It also shares experiences, best 
pracƟces and experƟse on security of supply in electricity, including risk-preparedness, 
generaƟon adequacy and cross-border grid stability, and assists the European Commission in 
designing its policy iniƟaƟves. The group's members represent naƟonal government authoriƟes, 
in parƟcular ministries responsible for energy; naƟonal energy regulatory authoriƟes for energy; 
the Agency for the CooperaƟon of Energy Regulators (ACER), and the European Network of 
Transmission System Operators for Electricity (ENTSO-E). 

For the parƟcular risk of nuclear incidents, Luxembourg is also involved in the Europe-wide 
HERNA-WENRA approach, which comprises the necessary mechanisms for countries to 
exchange adequate informaƟon and to achieve pracƟcal and operaƟonal soluƟons on a 
voluntary basis during a nuclear accident. This approach aims to establish a uniform way of 
dealing with any serious radiological emergency situaƟon, regardless of naƟonal borders, hence 
allowing for coherent and coordinated protecƟve acƟons. 

With regards to cyber related risks, cross-border cooperaƟon is guaranteed and cross-border 
assistance is possible both at the CERT level and within the framework of internaƟonal 
organisaƟons of which the Grand Duchy of Luxembourg is a member (European Union, Benelux, 
NATO, UN, OSCE). In parƟcular, the European Union Agency for Cybersecurity (ENISA) pays 
aƩenƟon to a common strategy to strengthen Europe’s preparedness and response capabiliƟes 
to cyber incidents and to improve cyber security. 

Furthermore, the NIS CooperaƟon Group, which regroups representaƟves of the EU Member 
States, the European Commission and ENISA, was established by the NIS DirecƟve to foster 
cooperaƟon in view of achieving a high common level of security for network and informaƟon 
systems in the European Union. It supports and facilitates the strategic cooperaƟon and the 
exchange of informaƟon among EU Member States. On the operaƟonal side, the NIS 
CooperaƟon Group is supported by the work of the network of Computer Security Incident 
Response Teams (CSIRTs network), dedicated to sharing informaƟon about risks and ongoing 
threats and cooperaƟng on specific cybersecurity incidents. The CSIRTs network was established 
under arƟcle 12 of the NIS DirecƟve, which also defines its role. The NIS CooperaƟon Group 
provides strategic guidance for the acƟviƟes of the CSIRTs network. The NIS CooperaƟon Group 
is also working closely with the European CooperaƟon Network on ElecƟons to counter threats 
to electoral processes under a new joint operaƟonal mechanism set-up as a part of the European 
Democracy AcƟon plan. As the naƟonal competent authority for Luxembourg for implemenƟng 
the NIS DirecƟve, the naƟonal regulatory authority ILR represents Luxembourg in the NIS 
cooperaƟon group. 
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Procedures and measures in the electricity crisis 

3.2.2.3 CooperaƟon between system operators 

ENTSO-E, the European Network of Transmission System Operators for Electricity, is the 
associaƟon for the cooperaƟon of the European TSOs. Member TSOs are responsible for the 
secure and coordinated operaƟon of Europe’s electricity system. ENTSO-E’s key responsibiliƟes 
include the following: 

 Development and implementaƟon of standards, network codes, plaƞorms and tools to 
ensure secure system and market operaƟon as well as integraƟon of renewable energy 

 Assessment of the adequacy of the system in different Ɵmeframes 

 CoordinaƟon of the planning and development of infrastructures at the European level (Ten-
Year Network Development Plans) 

 CoordinaƟon of research, development and innovaƟon acƟviƟes of TSOs 

 Development of plaƞorms to enable the transparent sharing of data with market 
parƟcipants. 

Regional mechanisms to ensure an appropriate reacƟon at regional level are provided by the 
Regional Security Coordinators (RSC). In accordance with arƟcle 35 of RegulaƟon (EU) 
2019/943 of the European Parliament and of the Council of 5 June 2019 on the internal market 
for electricity, the exisƟng RSCs will be replaced by Regional CoordinaƟon Centres (RCCs) as of 
1 July 2022. 

Creos is a customer of the RSC TSCNet Services23 . 

RSCs are entrusted with a set of mandatory services for their customers according to EU 
legislaƟon: 

 Establishing a common grid model: the establishment of a common grid model (CGM) is 
the basis for every single evaluaƟon of transmission system security. The European CGM is 
tailored to the requirements of the most important services of an RSC and consists of 
detailed input and forecast data on generaƟon, consumpƟon, and network connecƟvity for 
all TSOs. The data is provided by the TSOs in the form of their individual grid models (IGMs) 
and other specific informaƟon. The RSC must check the quality of the IGMs and integrate 
them into the CGM in accordance with predefined rules. 

 Coordinated security analysis: the aim of the coordinated security analysis is to idenƟfy 
possible security restricƟons aŌer the market closure based on the so-called (n-1) security 
principle in the framework of the day-ahead congesƟon forecast (DACF) and intraday 
congesƟon forecast (IDCF) processes. If security restricƟons are detected, countermeasures 
can be idenƟfied and validated with the affected TSOs. For example, switching 
configuraƟons can be changed based on results of an outage planning coordinaƟon process, 
tap posiƟons of phase-shiŌing transformers can be changed or redispatch acƟons can be 
done, even if they cover complex security restricƟons that require correcƟve measures in 
the networks of more than two TSOs at the same Ɵme (MulƟlateral Remedial AcƟons). The 
decision-making process between TSOs is organised via teleconferences. 

 Coordinated capacity calculaƟon: in its funcƟon of coordinated capacity calculator, the RSC 
calculates the cross-border transmission capaciƟes for each relevant Capacity CalculaƟon 

23 Further shareholders and customers of TSCNet Services can be found on TSCNET’s website www.tscnet.eu. 
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Procedures and measures in the electricity crisis 

Region (CCRs) based on the methods approved by the naƟonal regulatory authoriƟes and a 
tailor-made common network model. 

 Outage planning coordinaƟon: the process collects all planned shutdowns of transmission 
and relevant generaƟon elements and evaluates whether their simultaneous overlay meets 
the requirements for system security. If necessary, the RSC idenƟfies and coordinates 
remedial acƟons with the TSOs and other RSCs in order to opƟmise the outage plans and to 
ensure that the planned measures are implemented as effecƟvely as possible. The final 
outage plan is incorporated into the coordinated security analysis and capacity calculaƟon 
processes. 

 Short and medium-term adequacy forecasts: a secure supply requires the availability of a 
minimum of installed generaƟon capacity in order to reliably provide the necessary supply 
capacity. TSOs need an early assessment of whether market liquidity is limited or whether 
the regional distribuƟon of generaƟon capacity and consumpƟon leads to congesƟon in 
order to prepare for such an excepƟonal situaƟon. The RSC provides detailed and 
conƟnuously updated short and medium-term adequacy forecasts based on informaƟon on 
the availability, consumpƟon and expected state of transmission corridors with forecast 
horizons between weeks and a few days in advance. The results are discussed in a weekly 
operaƟonal planning teleconference. 

 Consistency check of TSOs’ system defence and restoraƟon plans: applicaƟon of common 
grid operaƟon rules shall prevent the power grid from reaching an emergency state or from 
suffering a power failure. TSOs are obliged to take care of these unlikely situaƟons and to 
draw up system defence and recovery plans in order to maintain and restore the funcƟoning 
of the transmission grid. The RSC reviews the TSOs’ restoraƟon plans for consistency and 
provides a technical report for all TSOs to be forwarded to the naƟonal regulatory 
authoriƟes and ENTSO-E to monitor the implementaƟon. 

In addiƟon to European cooperaƟon, mutual TSO support is in place on a bilateral and regional 
basis, based on the following technical measures in case that naƟonal measures are not 
sufficient to fully miƟgate the respecƟve crisis: 

 If criƟcal assets of the electricity system fail, e.g. due to aƩacks or extreme weather, parts 
of the transmission grid of Luxembourg and connecƟons with Germany, Belgium, and France 
can be reconfigured to preserve system stability (cf. System Defence Plan and explanaƟons 
provided in secƟon 3.1.4.2). Through the possibility to use foreign grid infrastructure more 
extensively, this measure allows for a more flexible load flow control and shall prevent 
severe overloads in the region. This measure would also be applied as coordinated 
prevenƟve acƟon in case that the results of the network security analyses performed by the 
RSC point to the necessity of suitable regional measures. 

The mechanism of mutual TSO support in emergency situaƟons is part of the Network Code 
E&R. 

 As Luxembourg and Germany form a common electricity market, Rules for Market 
Suspension and RestauraƟon include closely coordinated processes between all TSOs in the 
two countries (cf explanaƟons in secƟon 3.1.4.2). 

 In the case that prevenƟve and correcƟve measures have not been successful and the 
system falls into a blackout condiƟon, a structured restoraƟon of energy supply is iniƟated. 
This process is in the first instance based on the naƟonal Grid RestoraƟon Plan. As laid down 
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Crisis coordinator 

in the Network Code E&R, these restoraƟon plans shall be harmonised to ensure their 
effecƟvity also on regional level and to consider mutual support or even to handle cases 
where a naƟonal system is in principle not capable to recover energy supply on its own (cf. 
secƟon 3.1.4.2). 

Creos and Amprion have an ancillary service agreement in the context of load-frequency control 
and system restoraƟon. As described in secƟons 3.1 and 3.2 of the System Defence Plan and in 
secƟon 1 of the System RestoraƟon Plan, Creos appointed Amprion as LFC area operator for the 
common load and frequency control area of Amprion and Creos in accordance with arƟcle 120 
of the System OperaƟon Guideline. Furthermore, secƟon 3 of the System RestoraƟon Plan sets 
out that the agreement covers the procurement of ancillary services by Amprion including black 
start and support in a blackout situaƟon in Luxembourg. 

4 Crisis coordinator 
The execuƟon of the Emergency response plan for an outage of energy supply is the 
responsibility of the Prime Minister and Minister of State and of the Minister of Energy. The 
crisis cell is acƟvated by the Prime Minister and Minister of State. The High Commission for 
NaƟonal ProtecƟon ensures coordinaƟon at the operaƟonal level related to the prevenƟon, 
anƟcipaƟon and management of crises. 

Prime Minister and Minister of State 

Xavier BeƩel 

Ministère d'État 
2, place de Clairefontaine 
L-1341 Luxembourg 
Luxembourg 

Phone: (+352) 247-82100 
Fax: (+352) 461720 
Email: ministere.etat@me.etat.lu 
Web: me.gouvernement.lu 

Minister of Energy 

Claude Turmes 

Ministère de l’Energie et de l’Aménagement du territoire 
4, place de l’Europe 
L-1499 Luxembourg 
Luxembourg 

Tél. (+352) 247- 74606 
Fax (+352) 247-84311 
Email: secretariat@energie.etat.lu 
Web: www.mea.gouvernementlu 

High Commission for National Protection 

Haut-Commissariat à la protecƟon naƟonale 
Centre naƟonal de Crise 
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Stakeholder consultaƟons 

46, rue du Château 
L-6961 Senningen 
Luxembourg 

Tél. (+352) 247-88900 
Fax (+352) 247-88910 
Email: secretariat@hcpn.etat.lu 
Web: www.hcpn.lu 

5 Stakeholder consultations 

The MEA, in its role as competent authority for the RegulaƟon, closely collaborated with the 
High Commission for NaƟonal ProtecƟon HCPN and TSO Creos during the complete process of 
preparing the Luxembourg risk preparedness plan for the electricity sector. 

For the idenƟficaƟon of naƟonal crisis scenarios, MEA consulted the transmission and 
distribuƟon system operators, relevant energy suppliers, the High Commission for NaƟonal 
ProtecƟon HCPN as well as the naƟonal regulatory authority ILR. They were invited to parƟcipate 
in a workshop with the goal to introduce and discuss the proposed naƟonal electricity crisis 
scenarios. The workshop was followed by a consultaƟon phase of two weeks giving the 
stakeholders the opportunity to further comment on the proposed scenarios in wriƟng. The 
results of the consultaƟon were integrated in a slightly revised list of naƟonal crisis scenarios. 

Before submission to the European Commission and the Electricity CoordinaƟon Group early 
April 2021, the draŌ plan was consulted with the most relevant stakeholders, i.e., the High 
Commission for NaƟonal ProtecƟon HCPN, the naƟonal regulatory authority ILR, as well as the 
TSO Creos. Comments and proposals for improvement have been collected during a period of 2 
weeks, and a dedicated workshop was organised to exchange in detail on the draŌ plan. 
Comments and proposals received were categorised and appropriately considered for the final 
version of the draŌ plan. Due to Ɵme constraints, an addiƟonal consultaƟon with a broader set 
of stakeholders could only be iniƟated subsequent to the submission of the draŌ plan on 5 April 
2021, inviƟng the HCPN, ILR, the transmission and distribuƟon grid operators, all suppliers acƟve 
in the Luxembourg electricity market, relevant producers, the Union of Consumers (Union 
Luxembourgeoise des consommateurs nouvelle ASBL, ULC) as well as the FederaƟon of 
Luxembourgish Industrials (FédéraƟon des Industriels Luxembourgeois, FEDIL) to share their 
comments on the draŌ plan during a period of one month (1-30 June 2021). A Webconference 
was held on 14 June 2021. A similar approach was followed for the update of the plan in 
December 2022. 

On a regional level, the Pentalateral Energy Forum organized a regional assessment of the draŌ 
naƟonal Risk Preparedness Plans amongst its Member States. The focus of this assessment was 
on cross-checking the consistency of the procedures and measures at naƟonal, bilateral and 
regional level. To achieve this, Competent AuthoriƟes shared the English version of their draŌ 
Risk Preparedness Plans with the Support Group II of the Forum in May 2021. A dedicated 
meeƟng of Support Group II of the Forum was then organized in June 2021, to exchange iniƟal 
concerns and make clarificaƟons. To align this iniƟaƟve with the acƟviƟes on a European level, 
the European Commission was invited to aƩend the meeƟng, and a representaƟve of the Forum 
was available shortly aŌer to give a presentaƟon of the main results of the outcomes of the 
regional assessment during a dedicated meeƟng of the Electricity CoordinaƟon Group in June 
2021. 
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Emergency tests 

The outcomes of this meeƟng will be included in the progress report on the implementaƟon 
measures of the regional aspects of the Risk Preparedness RegulaƟon by the Pentalateral Energy 
Forum, which were presented to Directors-General at the end of June. AŌerwards, Penta-
members had unƟl mid-July to file wriƩen comments to the draŌ naƟonal Risk Preparedness 
Plans. Member States took these comments into account while finalizing their Risk Preparedness 
plans. 

6 Emergency tests 

Crisis prevenƟon and management on bilateral or regional level require seamless coordinaƟon 
and communicaƟon under the responsibility of the crisis coordinaƟon enƟty. On the level of 
system operators, emergency tests are executed regularly, as outlined in the Creos Test Plan24 

according to arƟcle 43 of RegulaƟon EU 2017/2196. The requirements for compliance tesƟng 
of capabiliƟes are defined in the secƟon “Compliance and review” where each TSO shall 
periodically assess the proper funcƟoning of all equipment and capabiliƟes considered in the 
system defence plan and the restoraƟon plan involving all relevant distribuƟon system operators 
and defence/restoraƟon service providers. 

The Creos Test Plan comprises the following compliance tests: 

 Under-frequency disconnecƟon relays are tested during the commissioning phase to verify 
the compliance of newly installed equipment. The test is repeated every 5 years. 

 ProducƟon faciliƟes (incl. baƩeries) are tested whether they are able to reduce their acƟve 
power infeed if the frequency is above 50.2 Hz following a staƟc given by Creos. The faciliƟes 
must also be able to inject the maximum acƟve power if the frequency drops below 49.8 Hz. 
This test is to be carried out during commissioning or aŌer any intervenƟon on equipment 
that has an impact on this ability to adapt the acƟve power according to the frequency of 
the network, respecƟvely. 

 Blocking the automaƟc tap changing of power transformers is a measure to prevent a 
collapse of the network voltage and thus avoid a blackout. The compliance test of this 
funcƟonality is carried out annually. 

 Annual tesƟng of generators and baƩeries to ensure conƟnuity of control of substaƟons 
being a relevant element in a potenƟal grid reconstrucƟon procedure. 

 TesƟng of criƟcal IT and telecommunicaƟons systems and installaƟons related to availability 
and operaƟon is performed at least every 3 years. 

 The backup dispatching transfer procedure is tested annually. 

 Simulator tests of the reconstrucƟon plan as well as dispatcher training in the applicaƟon of 
the procedures established by the reconstrucƟon plan at least every 5 years. 

RestoraƟon of the Luxembourg transmission grid cannot be achieved without support provided 
by the neighbouring TSOs Amprion (Germany) or Elia (Belgium), respecƟvely. For this reason, 
bilateral tests and trainings related to restoraƟon procedures are periodically performed. 

24 Original Ɵtle Plan d’essais de Creos Luxembourg SA, en sa qualité de gesƟonnaire de réseau de transport, conformément à 
l’arƟcle 43, paragraphe 2 du règlement (UE) 2017/2196 de la commission du 24 novembre 2017 établissant un code de réseau sur 
l’état d’urgence et la reconsƟtuƟon du réseau électrique 
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Emergency tests 

Further obligaƟons to pursue inter-TSO trainings related to aspects of real-Ɵme operaƟon to 
consolidate and improve communicaƟon and coordinaƟon are defined in the SO GL. 

Furthermore, on a naƟonal level, a meeƟng was held in November 2022 between public 
authoriƟes and the transmission system operator to dry run through the concrete scenario of a 
(possibly persisƟng) blackout and to idenƟfy potenƟal shortcomings in the current preparaƟon. 
Fuel supply and communicaƟon were idenƟfied as parƟcular challenges during a blackout which 
lasts several days. Further meeƟngs have been agreed upon to further improve the crisis 
management on a naƟonal level. 

On a regional level, Penta-members carried out a first joint exercise in 2018 based on the MoU 
on Emergency Planning and Crisis Management concluded in 2017. 

The successful exercise enabled the sharing of different naƟonal power crisis management 
mechanisms and established contact between crisis management bodies in the Penta region for 
the first Ɵme. The report aŌer the joint exercise expressed the following: 

1. “The exercise goals were met: 

 The parƟcipants got to know each other beƩer, even in a naƟonal seƫng, and 
strengthened the Penta network, 

 Awareness was raised on naƟonal and cross-border issues arising from a Europe-wide 
scarcity situaƟon, 

 Some best pracƟces were idenƟfied and explored, 
 This exercise was a first step in jointly working towards an even beƩer collaboraƟon 

within the Penta community. 

2. Penta sets a good example, but needs to keep on running: 

 Penta is a front runner amongst mulƟlateral forums in the area of crisis management 
and leads the effort on cross border harmonizaƟon 

 Penta needs to build a road map for future improvements in effecƟve crisis prevenƟon 
and management based on the lessons learned and, 

 The effort needs to be expanded to the EU-level 

3. We have to be aware that, in order to maintain grid stability, the technical soluƟon always 
prevails over poliƟcal soluƟons. 

4. At TSO level, there are mechanisms and tools in place to coordinate, to operate and to 
communicate on a daily basis with each other, but in case of electricity crisis prevenƟon 
and management a formalizaƟon of this plaƞorm should be encouraged.” 

Given the success of the first joint exercise and the idenƟfied acƟon points, Penta members 
acknowledge the importance of conƟnuing to regularly organize joint exercises. Based on the 
MoU signed in December 2021 and pursuant to arƟcle 12 of the Risk Preparedness RegulaƟon, 
these will be held biannually starƟng in 2022. The exercises will mainly aim to assess the 
coordinaƟon, communicaƟon and mutual assistance mechanisms. The specifics of the upcoming 
joint exercises were draŌed and aligned within Support Group II during the finalizaƟon of the 
iniƟal versions of their Risk Preparedness Plans submiƩed beginning of 2022. 

Therefore, on May 24, representaƟves of all Penta countries parƟcipated in the ‘Black-out 22 
exercise’, a major electricity crisis exercise, to reinforce communicaƟons flows between the 
neighboring countries. 

42 



  

 

 

                 
             

              
        

                
          

              
            

               
           

              
            

    

 

  

Emergency tests 

This simulaƟon exercise was set up by France as a naƟonal crisis exercise. It involved all French 
ministries under the coordinaƟon of the General Secretariat for naƟonal defense and security 
(Prime Minister’s directorate). For the first Ɵme in the electricity sector, such exercise was 
enlarged with other members of the Penta Forum. 

The main objecƟve of the regional exercise was to test the effecƟveness of the mechanisms to 
share informaƟon and to cooperate for prevenƟng an electricity crisis. 

The simulaƟon took place in Paris on May 24. Experts from Energy authoriƟes, Transmission 
System Operators or crisis centers from these seven countries parƟcipated. The simulaƟon 
featured shortages in energy supply due to a severe and prolonged cold spell in Western-Europe, 
which led to the acƟvaƟon of a controlled load-shedding plan. 

Penta countries agreed to further discuss results and use lessons learned to further improve 
their communicaƟon protocols, enhance resilience against a major electricity crisis and increase 
cross-border cooperaƟon and assistance. 
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Risk preparedness in the Pentalateral Energy Forum 
(Version 25/11/2022) 

A. Risk preparedness in the Pentalateral Energy Forum 
(Version 25/11/2022) 

1. IntroducƟon & Context 

The Pentalateral Energy Forum (Penta) is the framework for regional cooperation in Central 
Western Europe, consisting of Austria, Belgium, France, Germany, Luxembourg, The 
Netherlands and Switzerland. The seven Penta members work on initiatives towards improved 
market integration and security of supply which has always been one of the most important 
pillars. Jointly, the Penta countries cover more than one third of the EU population, and more 
than 40% of EU electricity generation. The Ministers for Energy of the Penta countries regularly 
meet in order to discuss energy policy matters and to provide guidance on further regional 
cooperation. This cooperation was formalized through the Memorandum of Understanding of 
the Pentalateral Energy Forum, signed on 6 June 2007 in Luxembourg25 . 

The forum is structured around different support groups, of which support group II focusses on 
security of supply. Representatives of Ministries, Transmission System Operators (TSOs), 
Regulatory Authorities and market parties take part in these different meetings. Additionally, 
the co-chairs of support group II also regularly exchange information with the European 
Commission. Alongside national experts per support group, each Penta member appointed a 
Penta Coordinator(s). These coordinators regularly meet up to discuss the progress made on the 
working programmes of the different support groups. 

In their Memorandum of Understanding on emergency planning and crisis management in the 
power sector, signed on the 26th of June 201726, the countries of the Pentalateral Energy Forum 
agreed to strive for joint coordination of national and regional measures in the case of a 
simultaneous emergency situation, for the region covering Austria, Belgium, France, Germany, 
Luxembourg, the Netherlands and Switzerland. 

Following the entry into force of the Risk Preparedness Regulation, the first two steps that were 
taken to implement a well-coordinated regional risk preparedness framework, were the drafting 
of a common chapter and the signing of a Memorandum of Understanding on Risk Preparedness 
in the Electricity Sector. The first final version of the Penta common risk preparedness chapter 
was notified to the European Commission in January 2022, and was added to the national risk 
preparedness plans of the Penta members. The MoU on risk preparedness was signed by the 
Penta Energy Ministers on 2 December 202127 in Brussels. Both documents served as the basis 
for the action points identified and tackled by the Penta Risk Group, a subgroup of Support 
Group II that focusses on risk preparedness. The actions undertaken by this Penta Risk Group 
over the course of 2022, the drastically changed geopolitical energy context and the published 

25 Memorandum of Understanding of the Pentalateral Energy Forum on Market Coupling and Security of supply in Central Western 
Europe hƩps://www.benelux.int/files/3214/2554/2929/Memorandum_of_understanding_Pentalateral_2007_-_EN.pdf 

26 Memorandum of Understanding of the Pentalateral Energy Forum on emergency planning and crisis management in the power 
sector, 26 June 2017 
hƩps://www.benelux.int/files/7515/1749/6862/Penta_MoU_emergency_planning_and_crisis_management_in_power_sector_sig 
ned.pdf 

27 Memorandum of Understanding of the Pentalateral Energy Forum on risk preparedness in the electricity sector 
hƩps://benelux.int/files/7216/3845/2580/PENTA_MoU_def.pdf 
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Risk preparedness in the Pentalateral Energy Forum 
(Version 25/11/2022) 

opinions by the European Commissions, served as a basis for this updated Penta common risk 
preparedness chapter. 

The Penta forum has also proven its added value in dealing with the consequences on energy 
supply caused by the Russian invasion of Ukraine in February 2022. Several ad hoc meetings 
have been organized to exchange best practices on implementing the EU action packages, and 
to share information on the preparedness measures in place. 

2. Regional Crisis Scenarios 

As highlighted in the Regulation (EU) 2019/941 of the European Parliament and of the Council 
of 5 June 2019 on risk-preparedness in the electricity sector (Risk Preparedness Regulation), 
regional crisis scenarios are an important element to identify the scope for cross-border 
cooperation and assistance. Article 6 of the Risk Preparedness Regulation assigned the task of 
identifying regional scenarios to ENTSO-E. However, the report presented by ENTSO-E and the 
identified electricity crisis scenarios did not provide sufficient detail on the relevance and 
concrete consequences for specific regions, and presented a more Pan-European perspective28 . 
Therefore, the Penta Risk Preparedness Drafting Team saw the need to identify regional crisis 
scenarios pursuant to Article 5 and 6 of the Risk Preparedness Regulation, complementary to 
the work of ENTSO-E. Through extensive exchanges among national experts, ENTSO-E and the 
European Commission, the Penta forum voluntarily performed a much more detailed analysis 
following the same principles as established in the proposed ENTSO-E methodology. 

Firstly, Penta countries shared national insights and analyses of the regional electricity crisis 
scenarios identified by ENTSO-E. Despite a certain level of heterogeneity, mostly due to the 
estimation of severity of the scenario, the national assessments showed good correspondence 
and a significant cross-border dependency for a large majority of scenarios. Based on ENTSO-E’s 
methodology for deriving a regional rating of crisis scenarios29 , a Penta-rating of all crisis 
scenarios was derived, as shown in the table below. 

Cf ENTSO-E report from September 2020 “Risk-Preparedness RegulaƟon – IdenƟficaƟon of Regional Electricity Crisis Scenarios” 

29 See Appendix I of the Methodology to IdenƟfy Regional Electricity Crisis Scenarios in accordance with ArƟcle 5 of the REGULATION 
OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on risk-preparedness in the electricity sector and repealing DirecƟve 
2005/89/EC. 

28 

45 



        
  

 

 

     
         

   
    

       
         
    
    

   
       

        
    

     
      

      
     
   
       
    
     
        
     

    
          

       
     
    
     
   
     
      

    
        

             
              

                 
               

             
            

             
            

                                                           

                     
                 

       

Risk preparedness in the Pentalateral Energy Forum 
(Version 25/11/2022) 

ID Electricity crisis scenario Penta-Rating 

1 
28 
12 
3 
17 
10 
29 
9 
4 
16 
6 
18 
24 
5 
11 
27 
19 
20 
13 
25 
15 
7 
2 
26 
22 
31 
21 
30 
14 
23 
8 

Cyberattack - entities connected to electrical grid 
Heatwave 
Winter Incident 
Physical attack - critical assets 
Loss of ICT tools for real-time operation 
Cold Spell 
Dry period 
Storm 
Physical attack - control centres 
Multiple failures caused by extreme weather 
Insider attack 
Simultaneous multiple failures 
Industrial / nuclear accident 
Threat to key employees 
Precipitation and flooding 
Pandemic 
Power system control mechanism complexity 
Human error 
Fossil fuel shortage 
Unforeseen interaction of energy market rules 
Local technical failure 
Solar Storm 
Cyberattack - entities not connected to electrical grid 
Unusually big RES forecast errors 
Serial equipment failure 
Forest fire 
Unwanted power flows 
Earthquake 
Nuclear fuel shortage 
Strike, riots, industrial action 
Volcanic eruption 

44.0 
31.2 
28.6 
27.2 
25.2 
22.8 
22.4 
21.6 
21.0 
20.8 
20.2 
19.4 
19.4 
19.0 
18.4 
18.0 
17.2 
16.6 
16.0 
14.4 
12.6 
12.2 
11.2 
9.6 
9.0 
8.6 
8.4 
6.8 
6.8 
5.4 
3.2 

Table 1: Penta-rating of ENTSO-E’s 31 crisis scenarios 

Cyberattacks on entities physically connected to the electrical grid (i.e. grid operators, power 
plants or major (industrial) loads)) are consistently rated as the most relevant regional crisis 
scenario. A heatwave, a winter incident, a physical attack on critical assets and the loss of ICT 
tools for real-time operation complete the top five. Based on the table above that summarizes 
the severity and cross-border dependencies, the Penta members agreed that the top five 
scenarios should receive particular attention when elaborating on possible regional measures. 

Significant cross-border dependencies arise from the fact that Penta is characterized by high 
levels of integration and interconnectivity30 , as well as coordination and cooperation among 

30 As for market integraƟon, note that Penta has been at the forefront of running a Flow-Based-Market Coupling regime. High levels 
of interconnecƟvity are demonstrated in the report of the Commission Expert Group on electricity interconnecƟon targets “Towards 
a sustainable and integrated Europe”, for instance. 
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Risk preparedness in the Pentalateral Energy Forum 
(Version 25/11/2022) 

Ministries, TSOs, regulators and market parties, which leads to significant benefits, but also 
interdependencies when it comes to electricity crises. This level of integration and 
interconnectivity, however, allows the region to better manage risk by jointly identifying 
appropriate measures. 

During the assessment, experts also considered a more generic description of the crisis 
scenarios, by using topical groupings, as a meaningful approach for risk preparedness. The 
assessment showed that specific scenarios may be less important for defining measures and 
arrangements, and that it would be useful work with more generally defined scenarios. For 
instance, whether an important line breaks down due to a storm or a heavy winter incident – 
both falling into the category of extreme weather conditions – is hardly decisive in identifying 
the most suitable prevention and mitigation measures to ensure a safe balance between supply 
and demand. 

Therefore, a Penta-rating of nine topical groupings was created by averaging the national ratings 
of all scenarios within a topical grouping, as shown in the table below. 

Electricity crisis scenario – Topical grouping Penta-Rating 

Cyber-attack (ID 1,2) 27.6 

Extreme weather (ID 7,9,10,11,12,16,28,29) 22.2 

Physical attack (ID 3,4,5,6) 21.9 

Technical failure (ID 15,17,18,22) 16.6 

Other (ID 19,24,26) 15.4 

Fuel shortage (ID 13,14) 11.4 

Market rules (ID 21,25) 11.4 

Human-related (ID 20,23) 11.0 

Natural disaster (ID 8,27,30,31) 9.2 

Table 2: Penta-rating of crisis scenarios according to their topical grouping 

Penta members agreed to consider the top three topical groupings as particularly relevant for 
its geographical perimeter in terms of impact, likelihood and cross-border dependency. 
Meanwhile, it was also agreed upon to not completely discard the rest of the list, as different 
measures of assistance may be applicable to a broader set of scenarios. 

While discussing these three scenario groupings, the group paid particular attention to the 
triggers, the possible chain of events, and the impact those three scenario groupings would have 
on the electricity supply situation. While cyberattacks could lead to corruption of control of the 
system (including the market), extreme weather conditions and physical attacks could result in 
immediate physical damage to infrastructure. At the same time, all of these scenarios can lead 
to operational impacts, structural or systemic degradation, and/or endanger security of supply 
through an uncontrolled mismatch of supply and demand. This can result in an electricity crisis 
with load shedding and blackout states, and has to be considered during the elaboration of the 
regional measures. 
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During the different meetings of the Penta Risk Group in 2022, possible national and cross-
border consequences of the scenarios and topical groupings identified as most important, were 
thoroughly discussed. The discussions and estimations of these possible consequences lie at the 
root of the work that has been done since the signing of the Risk Preparedness MoU in 
December 2021. The concrete outcomes are more thoroughly described in chapters four and 
six. 

3. Competent AuthoriƟes in the Region 

A first step in establishing a common communication protocol for the Penta Region, was to 
better understand who to contact at what point in time. The Penta Risk Group reached an 
agreement on two main contact lists; one for the formal communication level and one for 
informal communication. The guiding principles on the usage of these contact lists are described 
in more detail in chapter four. Both lists can be found in annex, however, the informal contact 
list is confidential and for use of the Penta Risk Group members only. The formal list, on the 
other hand, is based on the identified Competent Authorities in the different Penta member 
states, of which the overview can be found in the table below. 

Country Competent authority Contact details 

Belgium Minister of Energy 

https://www.belgium.be/en 

Email: be-
riskpreparedness@economie.fgov.be 

Germany 
Federal Ministry for 
Economic Affairs and 
Energy 

https://www.bmwi.de/Navigation 

/EN/Home/home.html 

Email: buero-iiic4@bmwi.bund.de 

France 
Directorate General for 
Energy and Climate 

https://www.ecologie.gouv.fr/ 

Email: https://contact.ecologique-
solidaire.gouv.fr 

Luxembourg Minister for Energy 
https://mea.gouvernement.lu/fr.html/ 

E-Mail: secretariat@energie.etat.lu 

Netherlands 
Ministry of Economic Affairs 
and Climate Policy 

https://www.rijksoverheid.nl/ 
ministeries/ministerie-van-economische-
zaken-en-klimaat 

Email: secretariaatelektriciteit@minezk.nl 

Austria 

Federal Ministry for Climate 
Action, Environment, 
Energy, Mobility, 
Innovation and Technology 

https://www.bmk.gv.at/en.html 

Email: vi-8@bmk.gv.at 

Switzerland 
Swiss Federal Office of 
Energy 

https://www.bfe.admin.ch/ 

Email: contact@bfe.admin.ch 

Table 3: Competent authorities in the Penta region 

48 
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4. Regional Procedures & Measures 
4.1 Communication Protocol 

The Penta Risk Group established that one of the most important regional preparedness 
measures, is a common communication protocol. Two important documents for this protocol 
are the contact lists, as discussed in the previous chapters, and a template for notification. 

Notification Template 

The notification template can be found in the annex II. It is based upon the requirements 
pursuant to article 14 of the Risk Preparedness Regulation. Penta members will use the 
notification template to formally communicate on: 

o declaration of an early warning 
o declaration of a crisis 
o formal update 
o request for assistance 
o end early warning 
o end crisis 

The template will be filled out in English. Information will be shared as soon as possible. 
However, it is commonly understood that, specifically in the early stages, not all information 
requested might be available. 

A first notification by one or several Penta members will automatically lead to an ad hoc Penta 
Risk Group call that will be set up with the help of the Benelux Secretariat, unless the notifying 
Penta member state(s) requests otherwise. This call will address to following points: 

o if available, more detailed information sharing 
o addressing questions by the other Penta countries 
o discuss a possible request for assistance 
o agree on follow-up actions 
o if needed set up follow-up call 

Following the first notification, an update will be sent every two weeks (even if no new 
information is available), unless circumstances warrant otherwise. 

Formal contact list 

The formal contact list will be updated at least once a year before the start of Winter. This 
contact list will be used for formal communication including: notification of an early warning or 
crisis, formal updates of the situation, request for assistance and formally ending an early 
warning or crisis situation. 
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Informal contact list 

The informal contact list will also be updated at least once a year. Contrary to the formal contact 
list, this overview is confidential and will only be shared with the Penta Risk Group. It contains 
the details of the necessary national colleagues involved in electricity and energy crisis 
management. This will allow for swift and informal information sharing, if needed outside of 
business hours. 

4.2. Catalogue of regional measures 

The Risk Preparedness MoU signed in December 2021 identified a number of possible regional 
measures to be further analysed. Building on this, and in order to address the requirements from 
article 12 and 15 of the Risk Preparedness Regulation, a catalogue of regional measures was 
identified (see annex III). This catalogue builds upon the already existing inter-TSO agreements. 
Upon a request for assistance by one or more of the Penta countries, this catalogue can be 
shared with the Competent Authorities in order to identify the most suitable solidarity 
measures. The Penta members engage themselves to further elaborate on the triggers, the 
possible consequences, the national legal framework needed, the technical and the financial 
implications of the different measures that have been identified in the catalogue. 

5. Stakeholder consultaƟon 

An essential factor in setting-up an effective and efficient crisis management framework is 
ensuring its overall consistency. Therefore, the interaction between the regional procedures and 
measures identified in the previous chapters and the policies set-out at national level was 
assessed at different points in time. In the future, the cross-border impact of the measures of 
individual countries will need to be assessed further. 

In this context, the Pentalateral Energy Forum organised a regional assessment of the draft 
national Risk Preparedness Plans amongst its Member States. The focus of this assessment was 
on cross-checking the consistency of the procedures and measures at national, bilateral and 
regional level. To achieve this, Competent Authorities shared the English version of their draft 
Risk Preparedness Plans with the Support Group II of the Forum in May 2021. A dedicated 
meeting of Support Group II of the Forum was then organized in June 2021, to exchange initial 
concerns and make clarifications. To align this initiative with the activities on a European level, 
the European Commission was invited to the meeting, and a representative of the Forum was 
available shortly after to give a presentation of the main results of the outcomes of the regional 
assessment during a dedicated meeting of the Electricity Coordination Group in June 2021. 

The outcomes of this meeting were included in the progress report on the implementation 
measures of the regional aspects of the Risk Preparedness Regulation by the Pentalateral Energy 
Forum, which were presented to Directors-General at the end of June. Afterwards, Penta-
members had until mid-July to file written comments to the draft national Risk Preparedness 
Plans. Member States took these comments in account when finalizing their Risk Preparedness 
plans by 5 January 2022. 

Moving forward, the update of this common regional chapter will be presented to the Directors-
General and the Energy Ministers, before notifying the update to the European Commission. 
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The Penta Support Group II will be kept informed and a dedicated meeting will be scheduled to 
exchange updates of Risk Preparedness plans following Commission’s opinions. 

6. Emergency Tests 

Penta-members carried out a first joint exercise, Pentex, in 2018 based on the MoU on 
Emergency Planning and Crisis Management concluded in 2017. The successful exercise enabled 
the sharing of different national power crisis management mechanisms and established contact 
between crisis management bodies in the Penta region for the first time: 

Given the success of the first joint exercise, and the identified action points, the Penta members 
acknowledge the importance of continuing to regularly organise joint exercises. In 2022, the 
Penta countries therefore organised two exercises focussing mostly on the assessment of 
regional coordination, communication and assistance mechanisms. 

The first exercise, ‘Black-out 22’, took place on 24 May 2022 in Paris as part of a French national 
crisis exercise. The regional layer that was added to the national exercise presented the Penta 
Risk group members and representatives of the national TSOs and regulatory authorities, the 
possibility to learn more about each other’s roles in crisis management, the national crisis 
structures, and the national crisis procedures and measures. Apart from this, the afternoon 
session addressed the possible cross-border consequences and how communication and 
coordination would be set up when a similar situation would occur. The Penta member 
identified some action points that were addressed in the second exercise. 

The second exercise took place on 13 July 2022 in Brussels in the form of a risk preparedness 
workshop. To further strengthen the knowledge of each other’s national crisis structures and 
procedures, both national and cross-border consequences of extreme weather conditions were 
discussed. The remaining gaps in regional coordination and regional cooperation were then re-
identified and by the end an agreement was reached on the establishment of a common 
communication protocol and a catalogue of regional measures. These have both been further 
elaborated and are discussed in more detail in chapter four. 

Remaining action points and lessons learnt from the previous exercises are being used as a basis 
in the preparation of the next regional crisis exercise(s). 
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ANNEX I: MEMORANDUM OF UNDERSTANDING ON RISK PREPAREDNESS IN THE ELECTRICITY 
SECTOR 
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Annex II Communication Template 

Notification Form 

☐ Early Warning 
☐ Declaration of Crisis 
☐ Update 
☐ End of Early Warning 
☐ End of Crisis 

1. Cause incident (generation/transmission/other adequacy concerns; volume of 
affected generation/consumption capacity): 

2. Estimation of impact (Indicate location & impacted region, expected loss, 
expected timing, expected scenarios): 

3. Estimation of cross-border impact: 

4. National Measures taken or planned (including indication of impact on internal 
market): 

5. Request for assistance: 

6. Other Comments (including update compared to previous notification): 

Date: …../……/……… Hour: 
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Annex III Catalogue of Measures 

Catalogue of regional measures in the framework of the EU Risk Preparedness Regulation and 

the Penta Risk Preparedness MoU of 2 December 2021 

The Following catalogue of regional measures was drawn up to prevent and alleviate the impact of 
electricity crisis situations in the region, as identified in the Penta Risk Preparedness MoU signed on 

2 December 2021. The descriptions below shall serve as a tangible and concrete basis for further 
elaboration, and are meant to be neither exhaustive nor restrictive. 

1. Surveillance of the short-term security of electricity supply 
On a national level, transmission system operators (TSOs), distribution system operators (DSOs), 
National Regulatory Authorities (NRAs) and Ministries have established specific roles and procedures 

for security of electricity supply. On a European level, several entities and groups carry 

responsibilities as well, notably ENTSO-E, regional coordination centers (RCCs), and the Electricity 

Coordination Group (ECG). 

Complementary to the above, the Pentalateral Energy Forum adds value by bringing together experts 

from TSOs, NRAs and Ministries in a well-established, flexible and trusted regional framework. Timely 

exchanges of information on the evolution of situation are of great importance for joint coordination. 
More specifically, in case of an imminent or actual electricity crisis situation, i.e. after an early 

warning or a declaration of crisis were issued, a standing group can be set up on short notice to, 
amongst others, exchange on (planned) interventions both at an operational and policy level and 

the impact of the (crisis) situation on the other countries. The standing group can convene on 

several levels, such as on an expert, crisis coordinator or ministerial level. This tool has proven to be 

very useful in dealing with past situations. 

2. Saving appeals to the public 
Saving appeals can be an important instrument in preventing an imminent crisis. 

While communication strategies need to consider local and national specificities, they also benefit 
from consistency and coordination across borders in order to convince and incentivize people, 
administrations and business and to align the necessary direction of impact. 

On a Penta level, detailed information could be shared and discussed concerning saving campaigns 

in order to avoid possible inconsistencies, ensure alignment, and identify best practices. If deemed 

useful and beneficial, an actual common savings campaign could be drawn up. 

3. Emergency reserve deliveries beyond the available trading capacities 

Deployment of market power plants that have not been contracted due to a lack of demand in the 

domestic market (on the electricity market). The prerequisite would then be that transport capacities 

in the direction of the "sink" exist or can be cleared (a new calculation of the transmission capacities 

may be necessary - either recalculation of the capacity given to the market or recalculation of the 

technically possible transports in order to use this possibly available capacity outside the market for 
the crisis supply). 
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4. Reserve capacities and flexible loads 
In contrast to wholesale and balancing markets, reserve capacities and flexible loads are being 

organized on a national level. According to a first assessment, national frameworks for those assets 

currently neither foresee nor allow for cross-border sharing or only allow this under specific 

conditions. A regional measure could therefore aim to share these assets for supporting other 
countries in an imminent or actual electricity crisis, and enhance synergies of the crisis prevention 

and management measures and thus their economic efficiency and overall system reliability. The 

main questions to be tackled before applying this measure are: 

 Working towards national frameworks to allow cross-border sharing of the assets 
 Coordinated procedural rules for activating the assets for a regional deployment 
 Analysis and mitigation of possible negative interferences with wholesale and balancing 

markets 
 Location of the assets, availability of sufficient transmission capacity, and estimated impact 

on system operation 
 Estimated duration of activating the assets 
 Estimation of costs and benefits, followed by an agreement on allocation principle 

5. Demand disconnection plans 
According to Article 4 (5) of the Network Code electricity emergency and restoration (Regulation (EU) 
2017/2196), each TSO is required to prepare a system defense plan that includes, among other 
things, rules on demand disconnection. From a regional point of view, it is important to understand 

and, where suitable, to align on the contents and corresponding procedures for critical supply 

situations. A first step would consist in presenting the respective plans to each other, involving TSOs, 
NRAs and Ministries. This could help to avoid possible inconsistencies, enhance alignment taking 

national circumstances into account, and identify best practices. Furthermore, the activity may 

help to identify “blind spots” and/or pertinent regional measures that go beyond this catalogue. 

RCCs (Coreso and TSCNet) should be involved in the elaboration of this measure as their tasks 

include, amongst other, supporting the consistency assessment of transmission system operators' 
defense and restoration plans, as well as carrying out regional outage planning coordination. 

6. Support with electric equipment, knowledge and expertise 
In case of an electricity crisis, a significant amount of dedicated equipment and workforce is needed 

that may not be available on a national level. Therefore, similar and complementary to the existing 

possibilities of international support for civil protection (such as firefighting planes, tracking dogs, 
etc.), a pool of equipment and experts could be formed and sent to support the most critical places 

during an electricity crisis. Once implemented, the “Commission Implementing Decision (EU) 
2022/1198 of 16 June 2022 amending Implementing Decision (EU) 2019/570 as regards rescEU 

emergency energy supply capacities” may provide a suitable framework for this, addressing the 

following main components (Annex Section 13): 

 Power generators of various sizes to allow flexibility and scalability. 
 Adequate connectivity, synchronization, monitoring and power transfer systems to enable 

connecting the capacity to the affected facilities as well as paralleling control of units. 
 Adequate number of spare parts and other consumables for the functioning of the 

capacity, such as batteries, energy harvesting equipment, connectivity and synchronizing 
equipment, fuel, other types of apparatus and related services. 
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 Adequate procedures to ensure fuel supply for the functioning of the capacity. 
 Adequate procedures to transport, handle, assemble, install, operate and maintain the 

capacity. 
 Lighting equipment, including lighting protection systems. 
 Adequate storage facilities. 
 Appropriately trained personnel and assets to handle, assemble, install, operate and 

maintain the energy supply capacity. 
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Reference documents 

B. Reference documents 

 Bericht über die Versorgungssicherheit im Strombereich in Luxemburg 
available at hƩps://mea.gouvernement.lu/dam-assets/energie/electricite/VS-Bericht-
Strom-2020.pdf 

 BesƟmmungen für die Aussetzung und Wiederaufnahme von MarktakƟvitäten und die 
BesƟmmungen für die Abrechnung im Falle einer Aussetzung von MarktakƟvitäten 
gemäß ArƟkel 36 Abs. 1 und ArƟkel 39 Abs. 1 i.V.m. ArƟkel 4 Abs. 2 e und f der 
Verordnung (EU) 2017/2196 der Kommission vom 24. November 2017 zur Festlegung 
eines Netzkodex über den Notzustand und den Netzwiederauĩau des 
Übertragungsnetzes (24. April 2020) 
available at hƩps://www.bundesnetzagentur.de/DE/Beschlusskammern/1_GZ/BK6-
GZ/2018/BK6-18-289/BK6-18-
289_beschluss_vom_04.08.2020.pdf?__blob=publicaƟonFile&v=1 

 Business conƟnuity plans 
non public 

 Commission RegulaƟon (EU) 2017/1485 of 2 August 2017 establishing a guideline on 
electricity transmission system operaƟon 
available at hƩps://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32017R1485 

 DirecƟve 2012/18/EU of the European Parliament and of the Council of 4 July 2012 on 
the control of major-accident hazards involving dangerous substances, amending and 
subsequently repealing Council DirecƟve 96/82/EC 
available at hƩps://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32012L0018 

 DirecƟve (EU) 2019/944 of the European Parliament and of the Council of 5 June 2019 on 
common rules for the internal market for electricity and amending DirecƟve 2012/27/EU 
available at hƩps://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019L0944 

 Electricity system defence plan of the Grand Duchy of Luxembourg 
consultaƟon document available at hƩps://www.creos-
net.lu/fileadmin/dokumente/NEWS/pdf/2020-2022/System_defence_plan_Luxembourg_-
_28_November_2019_-_v1.4.2.-signature_m%C3%A0j2021_final.pdf 

 Hochwasserrisikomanagementplan 2021-2027 
consultaƟon document available at hƩps://eau.gouvernement.lu/dam-
assets/administraƟon/documents/projekthochwasserkaarten2021/hwrmp2021/Entwurf-
Hochwasserrisikomanagementplan-2021-2027.pdf 

 Loi modifiée du 1er août 2007 relaƟve à l’organisaƟon du marché de l’électricité 
available at hƩps://legilux.public.lu/eli/etat/leg/loi/2007/08/01/n13/jo 

 Loi du 23 juillet 2016 portant créaƟon d'un Haut-Commissariat à la ProtecƟon naƟonale 
available at hƩps://legilux.public.lu/eli/etat/leg/loi/2016/07/23/n1/jo 

 Methodology to IdenƟfy Regional Electricity Crisis Scenarios in accordance with arƟcle 5 
of the REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on risk-
preparedness in the electricity sector and repealing DirecƟve 2005/89/EC 
available at 
hƩps://nra.acer.europa.eu/en/Electricity/CLEAN_ENERGY_PACKAGE/Documents/Methodo 
logy%20to%20IdenƟfy%20Regional%20Electricity%20Crisis%20Scenarios%20in%20accorda 
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nce%20with%20Art%205%20of%20the%20RegulaƟon_200106_submiƩed%20to%20ACER. 
pdf 

 Network development plan 
available at hƩps://www.creos-net.lu/fileadmin/dokumente/NEWS/pdf/2020-
2022/20210820_Network_Development_Plan_2040_-_HV_Transport_Grid__final_.pdf 

 Plan d’essais de Creos Luxembourg SA, en sa qualité de gesƟonnaire de réseau de 
transport, conformément à l’arƟcle 43, paragraphe 2 du règlement (UE) 2017/2196 de la 
commission du 24 novembre 2017 établissant un code de réseau sur l’état d’urgence et la 
reconsƟtuƟon du réseau électrique 
consultaƟon document available at hƩps://www.creos-
net.lu/fileadmin/dokumente/NEWS/pdf/2020-
2022/210301_Plan_d_essais_Creos_Projet_v1_-_ILR2_-_SH_CB_final.pdf 

 Plan de reconsƟtuƟon du réseau électrique 
available at hƩps://www.creos-net.lu/fileadmin/dokumente/NEWS/pdf/2020-
2022/DraŌ_Plan_de_ReconsƟtuƟon_Vers_3_2020_final.pdf 

 Plan d’intervenƟon d’urgence (PIU) ”Rupture d’énergie” 
available at www.infocrise.lu 

 Plan d’intervenƟon d’urgence (PIU) en cas d’urgence nucléaire 
available at www.infocrise.lu 

 Plan d’intervenƟon d’urgence (PIU) “Cyber” 
available at www.infocrise.lu 

 Règlement grand-ducal du 12 mars 2012 portant applicaƟon de la direcƟve 2008/114/CE 
du Conseil du 8 décembre 2008 concernant le recensement et la désignaƟon des 
infrastructures criƟques européennes ainsi que l'évaluaƟon de la nécessité d'améliorer 
leur protecƟon 
available at hƩps://legilux.public.lu/eli/etat/leg/rgd/2012/03/12/n1/jo 

 Règles régissant le règlement des déséquilibres de l’énergie d’équilibrage en cas de 
suspension des acƟvités de marché 
consultaƟon document available at hƩps://www.creos-
net.lu/fileadmin/dokumente/NEWS/pdf/2020-
2022/210322_ER_Creos_Doc_consultaƟon_R%C3%A8gles_de_suspension_march%C3%A9. 
pdf 

 RegulaƟon (EU) 2017/2196 of 24 November 2017 establishing a network code on 
electricity emergency and restoraƟon 
available at hƩps://eur-lex.europa.eu/legal-
content/EN/TXT/?toc=OJ:L:2017:312:TOC&uri=uriserv:OJ.L_.2017.312.01.0054.01.ENG 

 RegulaƟon (EU) 2019/943 of the European Parliament and of the Council of 5 June 2019 
on the internal market for electricity 
available at hƩps://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0943 

 Risk-Preparedness RegulaƟon – IdenƟficaƟon of Regional Electricity Crisis Scenarios 
non public 

 Stratégie d’adaptaƟon aux effets du changement climaƟque pour le Grand-Duché de 
Luxembourg 
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available at hƩps://environnement.public.lu/dam-
assets/documents/klima_an_energie/Strategie-AdaptaƟon-Changement-climaƟque-
Clean.pdf 

 Stratégie naƟonale de cybersécurité IV (2021-2025) 
available at hƩps://cybersecurity-luxembourg.com/strategy 
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