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Main point of contact

IFC

Luxembourg House
of Cybersecurity
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Number of Startups
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The Ecosystem

Diversified solutions offered by the ecosystem
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]
cy b e rse C u r I ty The Ecosystem v News & Events v Skills & Jobs v Resources & Support v About v Contact

The national
cybersecurity portal, for

everyone ([ rovcnvererr )

All in one place, explore & be a part of this
community-driven platform whether you are a
seasoned pro or just starting out.

https:/[cybersecurity.lu o

- Three vulnerabilities in Cisco ASA software/

appliance and FTD software being exploited

See all alerts >
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CYBERSECURITY TIPS & BEST PRACTICES

Stay safe online with
these Cybersecurity best

practices

Cybersecurity essentials

=

Training on daily work, software,
and security

People are often the weakest link in
cybersecurity, therefore, knowledge
share, awareness-raising is key to fight

against the never-ending flow of
cybersecurity threats and attacks.

¥ in Read more -

Wireless network

-8

Procedures, rules and user
charter

Existence and adherence to clear safety
policies and rules are essential for the
continuity of an organization’s
activities.

¥ in Read more >

Password

Common incidents

DDoS Attack

A distributed denial-of-service (DDoS)
attack is a cyberattack to disrupt the
normal traffic of a targeted server,
service or network by overwhelming the
target IT infrastructure with a flood of
Internet traffic.

¥ in Read more =

®

Infected computer

Compromised Data

Your data is compromised if your data is
accessed, copied, modified, damaged,
destroyed, deleted, distributed or
transmitted by a third party in any way.

¥ in Read more =

N\

Suspicious e-mail
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National Strategy

2021-2025

May 7, 2024

Objectives

1. Building trust in the digital world and protection
of human rights online

2. Strengthening the security and
resilience of digital infrastructures in Luxembourg

3. Development of a reliable, sustainable and secure
digital economy

Governance Framework

Preparedness & Response
Education and Awareness
Research & Development
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National Cybersecurity

Competence Centre

Building
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Competence and Capabilities

Ecosystem and Industrialisation
Research, Data and Innovation

__SPAMBEE —
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F|t4Cybersecur|ty

FITACYBERSECURITY -is a self-assessment tool
designed for a non-expert audience to estimate in
a general way the degree of maturity of its security
posture and obtain some basic recommendations.

This tool can be complemented by:

FITACONTRACT, to support business owners in
verifying if contracts for the procurement of ICT
services cover the essential information security
aspects.

FIT4PRIVACY, to provide business owners with a

good initial overview of their maturity in the field of
privacy and data protection (as required by the GDPR).

PCB Escti?g Platform

TESTING PLATFORM - holds the tools and ser-
vices that will help organisations to perform basic
tests on their most commonly exposed infrastruc-
tures, starting with email and web servers.
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r g nc3.lu
National Cybersecurity

Competence Center
LUXEMBOURG

(¢~) ne3 ==
Threat Observatory Platform

TOP - aims to support its users with evidence-
based information on cybersecurity emerging
threats, in order to facilitate their decision-making
processes regarding the prevention strategies to be
undertaken.

o

TRUST BOX - is the ideal toolset to raise
cybersecurity awareness and empower all users
with better cyber hygiene.

{a3 ot

MONARC - is a tool and a method allowing an
optimised, precise and repeatable risk assessment.
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Computer Incident Response
Center Luxembourg

 CSIRT (Incident Coordination

and Incident Handling)
* Cyber Threat Intel and

support tools
« CSIRT NIS

MISP

Threat Sharing
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ail project

CIRCL

)TYPOSQUATTING

Typosquatting finder

TYPOSQUATTING FINDER is a free and public
service to quickly find typosquatted domains to
assess if an adversary uses any existing fake do-
mains. You can enter a domain to discover poten-
tially typo-squatted domains. An advanced option
allows you to select the algorithms used.

CIRCL

PANDORA

PANDORA is an analysis framework to discover if
a file is suspicious and conveniently show the re-
sults. You can safely use this free online service to
review files or documents received by a third party.

circl.lu

Computer Incident
Response Center

LUXEMBOURG

CIRCL

W535) LOOKYLOO

LOOKYLOO is a web interface that captures a
webpage and then displays a tree of the domains
that call each other. Lookyloo can be used to test
unknown or potential malicious links safely.

URL ABUSE is a public CIRCL service to review
the security of an URL (Internet link). Users regu-
larly encounter links while browsing the Internet
or receiving emails. When there are some doubts
regarding an URL (e.g. potential phishing attacks
or malicious links), users can submit an URL for
review,and a take-down process of the fraudulent
content is initiated.

More public services are listed on https://www.circl.lu/services/

MISP -Open Source Threat Intelligence and Shar-
ing Platform (formerly known as Malware Infor-
mation Sharing Platform) access is available on
request. MISP gives an overview of the current
trends of attacks and threat indicators, it is a shar-
ing platform that enables teams to collaborate and
provides AP| access to ingest the information for
detection and remediation into the security tools
by the organisations.
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CIRCL

AIL

Analysis of Information Leaks

AIL LEAK DETECTION AIL Project is an open
source framework to collect, crawl, dig and ana-
lyse unstructured data, like information leaks
publicly available on the Internet or Darknet. Or-
ganisations in Luxembourg can benefit from the
service by being notified based on contextual key-
word lists.
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