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What Is a digital signature?

2 Webfen - Microsoft Internet Explorer r___||E|E.

Faverbes  5) .

Tips for unng the signabare box
Start wath the mouse at the et sde of the mouse pad so there 15 sufficsent ramge of movemert to complete the
signabire Fepasihon the mouge f you run ot of redm on the mousepad
Experunment wath a faster, smeother mobon, and sath a slower, mare debberate motion
G mroae slowly on letters ywouw hawe difficudny with
IE wou are wang an older of slower computer, you may have to wnle more slowly so that the comguoter cam keep
up wnthout lewnng gaps

I agree that WebPen 15 what [ need for my online document

Elgna*tura Box:

Signed: | John Dol Diate: Diecember 12th, 2005

I Subrnil Agreament

‘4 start e P o amt.. - @ Cenfr.. | [PaMe. « B Heco.. [BRZwe. = 8 Maro. EN PRI B T ] e
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What Is a digital signature?

THIS is a digital signature




LHxrrEsT Digital Certificate

» A Digital Certificate is the X.509 Certificate

digital identity of the holder of
a private key S
Personal Data

— Name
— eMail Information L
Trusted Third Party _|

e Trusted Third Party: LuxTrust m

S.A.
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Registration

Local Registration
Authority

The client goes to a local registration authority with the
documents required for this procedure (ID card, ...).

At the registration desk, the registration agent executes
the necessary procedures in order to issue a certificate.

The local registration authority sends the data required for
the issuing of a certificate to the TTP.

The TTP creates the certificate on a Smartcard or signing-
server.

The Smartcard is sent to the ordering client or to the local
registration authority (depending on the client’s choice).
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L] Certificate holders

LuxTrust Certificates will be issued to either:

* Physical persons as private individuals

» Physical persons as employees or representatives
of a company / institution
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L} Trusted Third Party

e Guarantees the identity of the holder of the
certificate by enforcing strong registration
procedures.

e Manages the physical infrastructure called Public
Key Infrastructure (PKI).

e Provides online validation/revocation services.

e Balance the role of e-commerce partners
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'T-_| Benefits for application providers

Manage Legal Risks

— Ensure Data Privacy (CNPD)

— Create legal proof, compliant to (inter)national
regulations

— Secure official documents : ePass, eHealth , driving
licence...

— Improve legal value of electronic archives
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IT-_I Benefits for end-users

— User-friendly method of authentication and signing

 Mobility: Match with basic requirements for roaming

» High level of security and confidentiality

— Only one LuxTrust ID for multiple applications
— Trust in a nationwide & cross-border non-proprietary solution

— Secure Access to and control of personal data
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Electronic Signature

Digital Signature

An Electronic signature Is a :
mathematical operation on a Original document

(any electronic format:
‘ text, graphic, code, ...)

document using the private key
of the signer.

The signature allows the recipient

to: Trusted Timestamp ‘;2 77

— Verify the integrity of the document
_ _ _ _ Signer’s
— Authenticate/identify the signer Certificate

The trusted timestamp provided by _
LuxTrust supports non-repudiation
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IT-_I Initial offerings

Certification Services

— Signature Server certificate with OTP-Token or SMS-OTP that allows
advanced PKI-based authentication, signature and encryption.

— Smartcards holding two certificates (one for authentication and
encryption and a second one dedicated to advanced digital signatures).

The solution is designed to evolve towards a “qualified” solution when
required.

— SS| -server certificates

— Object certificates

=

"

— ICAO certificates for Luxembourg’s e-Passports

— Customised solutions (Smartcards for internal use)
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LuxTrust Planning
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A new approach

A common
Strategy & Business

Development

The Regulators

TLUXTIUST
L)

Centre of excellence
in Trust Business

with international
reach

Sub-contractor: u-trust
* CETREL

HTEC

Technology Provider
TEL:NDUS

The Shareholders
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